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(54) Title: WIRELESS COMMUNICATION DEVICE WITH MARKUP LANGUAGE BASED MAN-MACHINE INTERFACE 



(57) Abstract 

A system, method, and software product provide a 
wireless communications device with a markup language 
based man-machine interface. The man-machine interface 
provides a user interface for the various telecommunica- 
tions functionality of the wireless communication device, 
including dialing telephone numbers, answering telephone 
calls, creating messages, sending messages, receiving mes- 
sages, establishing configuration settings, which is defined 
in markup language, such as HTML, and accessed through 
a browser program executed by the wireless communica- 
tion device. This feature enables direct access to Inter- ' 
net and World Wide Web content, such as Web pages, to 
be directly integrated with telecommunication functions of 
the device, and allows Web content to be seamlessly in- 
tegrated with other types of data, since all data presented 
to the user via the user interface is presented via markup 
languag&-based pages. The browser processes an extended 
form of HTML that provides new tags and attributes that 
enhance the navigational, logical, and display capabilities 
of conventional HTML, and particularly adapt HTML to 
be displayed and used on wireless communication devices 
with small screen displays. The wireless communication 
device includes the browser, a set of portable components, 
and portability layer. The browser includes protocol han- 
dlers, which implement different protocols for accessing 
various functions of the wireless communication device, 
and content handlers, which implement various content dis- 
play mechanisms for fetching and outputting content on a 
screen display. 
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Wireless Communication Device with Markup Language Based Man- 
Machine Interface 

Background 

5 Field of Invention 

This invention relates to man-machine interfaces for wireless communication devices, 
and more particularly, to man-machine interfaces constructed from markup languages. 
Background of the Invention 

Wireless communication devices are becoming an increasingly prevalent for personal 
20 communication needs. These devices include, for example, cellular telephones, alphanumeric, 
pagers, "palmtop" computers and personal information managers (PIMS), and other small, 
primarily handheld communication and computing devices. Wireless communication devices 
have matured considerably in their features, and now support not only basic point-to-point 
communication functions like telephone calling, but more advanced communications 
15 fimctions, such as electronic mail, facsimile receipt and transmission, Intemet access and 
browsing of the World Wide Web, and the like. 

Generally, wireless communication devices have software that manage various handset 
functions and the telecommunications coimection to the base station. The software that 
manages all the telephony fiinctions is typically referred to as the telephone stack, and the 
20 software that manages the screen display and processes user inputs of key presses is referred to 
as the Man-Machine-Interface or "MMI." The MMI is the topmost, and most visible layer of 
the wireless communication device's software. 

Because wireless communication devices have generally reached a very desirable and 
small form factor, the primary determinant of a successfiil device will likely be in its feature 
25 set and its ease of use. Thus, the ability to quickly design, test, and deliver wireless 
commimication devices that are both easy to use, and have a rich set of features-attributes that 
are often opposed to one another-will be essential to successfiil product performance. 

However, wireless communication devices present a variety of more challenging 
design and implementation issues that do not arise with larger processor-based systems, such 
30 as notebook and desktop computers, which may also have similar telecommunication features. 
These design challenges include the design of the user interface, the customization of the 
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devices for particular service operators, the integration of Internet and World Wide Web access 
with other communication functionality, and the software development process. 
User Interface Design Constraints 

Unlike desktop and notebook computers, wireless communication devices have a fomi 

5 factor which requires a very small screen display size. Desktop computers typically have 
displays with at least 14" screen size, and resolution typically between 640x480 and 1024x768 
pixels. In contrast, wireless communication devices typically have a screen size between 
25x25mm and 80x1 20mm, and resolutions between 90x60 to 120x120 pixels, or about 3-8% 
of the size of the desktop or notebook screen. As a direct result, the user interface design of 

20 the wireless communication device must provide access to essentially the same features as 
desktop computers, such as electronic mail, facsimiles, and Web browsing, yet with only a 
fraction of the screen area for displaying text, images, icons, and the like. This problem of 
constmcting the user interface to provide these features is particularly significant when 
handling Web based content, since conventional Web content, such as forms, assume the 

25 larger screen size of conventional desktop computers. Displaying such forms on the small 
screen of a wireless communication device results in jumbled and difficult to use content. 

Another user interface limitation of wireless communication devices is the severely 
restricted set of inputs available to the user. Conventional desktop or notebook computers 
have cursor based pointing devices, such as computer mouse, trackballs, joysticks, and the 

20 like, and full keyboard. This enables navigation of Web content by clicking and dragging of 
scroll bars, clicking of hypertext links, and keyboard tabbing between fields of forms, such as 
HTML forms. Wireless communication devices have a very limited number of inputs, 
typically up and down keys, and one to three softkeys. 

Accordingly, it is desirable to provide a software architecture for the MMI of a wireless 

25 communication device that enables the customization and use of user interface with Web 
content accoimting for the limited screen resolution and input functionality of the wireless 
conmiunication device. 

Integration of IntemetAVeb Functional with Telephonv 

With the advent of the Internet and the World Wide Web, the highest perforaiance 
30 v^dreless communication devices provide complete Intemet access and the ability to directly 
browse the World Wide Web, Current devices provide Intemet and World Wide Web access 

2 
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through a strictly modal interface, in which the user must select between using the wireless 
communication device in a browser mode in its native telecommunications mode for making 
telephone calls, accessing a stored telephone book, sending facsimiles, and the like. In the 
**browser mode" the user cannot dial a telephone number to make a telephone; likewise in the 
5 telephony mode, the user cannot access a Web site. Thus, the user is unable to operate the 
wireless communication device in a seamless fashion that allows Web content to be 
downloaded and manipulated in context of the telephone functions, such as embedding an item 
of Web content that is obtained while browsing into the user's telephone book, or into an email 
message. 

20 Accordingly, it is desirable to provide an MMI in which Internet and World Wide Web 

access features are seamlessly integrated with the telephony and other controls of the wireless 
communication device so that user can access any feature of the wireless communication 
device at any time. 

Software Eneineering of the MMI 
15 Typically, an MMI is implemented as a module in a larger piece of code that manages 

the telephone control functions. The MMI is coded in the same computer language as the rest 
of the telephone control software. This makes the MMI difficult to modify without using the 
same programming skills and tools used to create the entire telephone control software. In 
other words, changing anything in the MMI requires the services of a skilled programmer 
20 familiar with the underlying telephony progranuning details and computer language. In 
addition, since the MMI is an integral part of the code for the telephone control software, 
implementing new changes in the MMI means compiling a new image of all the telephone 
control sofbvare, and testing the result to ensure that the new MMI features are compatible 
with all other code modules. In short, problems introduced by modifying the MMI software 
25 can potentially cause the handset to malfunction, disrupting service on the network to other 
users. Depending on the extent of the modifications, the change of any portion of the 
telephone control software can result in bugs, and/or the need for new type approval of the 
entire wireless communication device. Thus, it is desirable to provide a software architecture 
which separates the design and implementation of the MMI functionality from the 
30 implementation of the telephone control software, allowing the manufacturer to quickly and 
safely customize the MMI design to suit the needs of a particular customer 

3 



BNSDOCID: <WO e952032A1 J.> 



wo 99752032 PCT/US99/07637 
Customizing of the MMI for Service Operators: ^'Branding" 

In the wireless communication device industry, the services operators, such as cellular 
service providers, are interested in attracting and retaining their customers by aggressively 
branding their wireless communication device products, and offering new telephony features 
5 and network services to the user. Important among these are services that add value to the 
user, such as voice mail, electronic messaging, Internet access, and the like as mentioned 
above. "Branding" is the embedding of insignia, logos, or other indicia into the MMI of the 
wireless commxmication device and its features that identifies it to the consumer as originating 
Srom the service operator. 
20 The manufacturers of the wireless communication device, who typically provide only 

the basic hardware components, must therefore provide a way for the service operator to 
integrate these features and services into the wireless communication device by software 
programming, and provide a mechanism for branding the features. A key problem is that these 
services are necessarily different in their functionality and requirements, and the task of 
35 providing users with a current array of services and features a difficult one. 

Wireless communication device manufacturers have traditionally attacked this problem 
by making a special version of the wireless communication device control software for each 
service operator selling that wireless communication device in conjunction with its own 
communication services. Each specific version of the wireless communication device contains 
20 the device manufacturer's branding, the operator's branding, and support for whatever features 
and services the service operator supports. Each of these versions becomes a different piece of 
software to be tested, maintained, and modified as new features or services are provided to the 
consumer. This significantly increases the software development expense and maintenance 
issues. Further, unless the wireless conmiunication device manufacturer provides the^ service 
25 operator with the soiu-ce code of the MMI and telephone control software, it requires the 
wireless conmumication device manufacturer to be directly involved in the branding and MMI 
design requirements of the service operator. Thus, it desirable to provide a software 
architecture for an MMI that alibis the wireless commxmication device manufacturer to 
provide a single body of telephone control software to each service operator, and allows each 
30 service operator to independently, and without the assistance of the wireless communication 
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device manufacturer, design, implement, and brand the MMI for the wireless communication 
device. 

Summary of the Invention 

The present invention overcomes the various limitations of conventional wireless 
5 communication devices by providing a wireless communication device with an MMI that is 
based on a markup language. A markup language is a computer programming language that 
allows the content of a page or a screen display to be defined by the inclusion of predefined 
symbols in the content itself indicating the logical components of the content, instructions for 
the layout of the content on the page or screen, or other data which can be interpreted by some 
10 automatic system responsible for displaying, manipulating or modifying the content. 

In one aspect the present invention provides a wireless communication device 
including a user interface defined in a markup language. To effect this, the present invention 
includes a markup language browser that it uses to provide both telephony control of the 
wireless communication device, in response to user selection of telephony functions in the user 
15 interface and Internet access via the HyperText Transport Protocol (HTTP), in response to user 
selection of data items associated with content located on the Internet. 

In one embodiment, the telecommunication control and other fimctions of the wireless 
communication device are defined in various user interface pages written in a markup 
language. Each control function is associated with, or activated by a Uniform Resource 
20 Locator (URL). A URL is a data item specifying a protocol for obtaining a data item, and 
which data item should be fetched or manipulated. The user interface pages are stored in a 
local memory of the wireless communication device, and fetched by the browser, which 
decodes them and displays the appropriate user interface elements. The browser can also 
modelessly fetch markup language pages or other content that is stored remotely, by accessing 
25 such pages via a telecommunications network such as the World Wide Web, and likewise 
decode and display these remotely accessed pages. When a user interface page is displayed, 
user selection of a control fimction passes a URL or command data to the browser. The 
browser effects a telecommunication fiinction in response the received URL or command. 

The browser preferably includes a number of protocol handlers, including a telephony 
30 protocol handler, a local file protocol handler, and an remote file protocol handler, and a 
number of content handlers, including a markup language handler. The telephony protocol 
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handler decodes URLs for telephony control features, such as telephone dialing and answering, 
activates underlying functions of telephony control software controlling the hardware of the 
wireless communication device. Any content of the URL which is needed to display the 
telephony controls is provided to the markup language content handler which parses the 
5 content and displays it on a screen display. The markup language content handler is generally 
responsible for displaying any fetched markup language pages, including all user interface 
pages, and for receiving user inputs to these pages via forms and other input means. 

The markup language handler generally receives content from two sources, the local 
file protocol handler and the remote file protocol handler. The remote file protocol handler 
10 decodes URLs for accessing content on the World Wide Web. and provides the fetched 
content, such as a Web page, form, applet, or the like to the markup language content handler 
for outputting the content to the screen display of the wireless communication device. One 
suitable remote file protocol handler implements HTTP. The local file protocol handler 
decodes URLs for accessing local user interface files and provides such content to the markup 
35 language content handler. In a preferred embodiment of the MMI, the user interface is defined 
in HyperText Markup Language, or "HTML," and the browser includes a HTML content 
handler that displays both Web content and user interface featured defined in HTML. 

The use of a markup language to define the MMI of a wireless communication device 
provides numerous advantages over conventional MMI software architectures. First, the use 
20 of a markup language allows for complete and seamless integration of Internet and World 
Wide Web access into the telephony and other features of the wireless communication device. 
Since the MMI uses a markup language such as HTML to display all the functional screens, 
the World Wide Web content (which is also written in HTML) has the same appearance as 
.. ofter features of the wireless communication device. More particularly, the pages of the MMI 
25 are accessed using URLs, just as Web content is similarly accessed. When displaying a 
functional page the wireless communication device accesses a local URL; when displaying 
Web content, the wireless communication device automatically initiates a connection with a 
Web server to obtain the Web content. The markup language based MMI thus allows for a 
modeless user interface that enables the user to access the Internet and the World Wide Web at 
30 any time, without having to switch the wireless conmiunication device between telephony and 
"browser" modes, as in conventional devices. 



6 



BMBOOClD:<WO 9952032A1 » > 



wo 99/52032 



PCT/US99/07637 



As a further benefit of the markup language based MMl, Web content such as Web 
pages, forms, and the like, from the World Wide Web can be accessed and incorporated 
directly into telephony, messaging, and other non-Internet based features of the wireless 
communication device. For example, in a preferred embodiment, a wireless communication 
5 device has a telephone book of stored telephone numbers and names. Conventionally, the user 
would have to manually key these entries in using the keypad of the wireless communication 
device. In a wireless communication device using an MMI in accordance with the present 
invention, the user could add an entry to the telephone book simply by accessing a telephone 
directory on the World Wide Web, which can contain HTML that allows the user to easily 
70 store the information directly into the telephone book. 

The use of a markup language also reduces the complexity of the software engineering 
process for creating the MMI for a particular wireless conrmiunication device. First, since the 
MMI of the present invention is based on a markup language, only a very limited amount of 
programming skill is needed to design a fully featured user interface, unlike a conventional 
15 MMI which requires a progranmier skilled in C or other low level language programming. 
Editing and modifying the user interface requires only simple markup language and image 
editing tools, not a complete application programming envirorunent. Second, using the 
markup language based MMI of the present invention enables any of the features the MMI to 
be modified, without having to re-compile the entire telephone control software, and re-test 
20 and certify the entire package. Because the MMI is separate fi-om the underlying telephone 
control and air interface stack, only user interface pages that are individually changed or added 
need to be tested. This reduces the time to market, and increases the ease of designing, 
maintaining, and modifying the MMI as new features and services become available. 
Reduction of the time to create and test changes in the user interfaces also means that more 
25 different versions can be prototyped in less time than with a conventional MMI, thereby 
facilitating design exploration for the best user interface design for a given set of user 
requirements and features. 

The ease with which the user interface of a MMI can be created and modified, and the 
reduction of time to market further enables the service operator to quickly generate wireless 
30 communication devices targeted at specific customer segments, without requiring the device 
manufacturer to create specific product software images for each and every target customer 
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segment. For example, the service operator may use the same wireless communication device 
hardware and telephony control software with different user interfaces designed for executives, 
teen-agers and seniors, each of which may have different needs, and abilities to use the 
features of the wireless communication device. 

5 For example, using a markup language to define the pages of the user interface allows 

any of the following items to be changed on any page: title bar presence and text; all 
informational text; option list text; links to all subsequent screens; soft key assignments; 
peraianent scrolling banner messages; banner advertising; and help text. 

The use of markup language based MMI also provides advantages in the branding of 

70 the wireless communication device for different service operators. Since the user interface is 
defined in markup language pages, service operator-specific logos, artwork, and text can be 
easily added and changed by individual service operators. Thus, the wireless communication 
device can provide the same wireless communication device hardware and telephone control 
software to a number of service operators, each of whom can quickly and easily brand the 

25 wireless communication device with their own distinctive user interfaces, without requiring the 
wireless communication device manufacturer to implement, test, and ship different user 
interfaces to each operator, as is conventional. 

In providing a wireless communication device with a markup language based MMI, the 
present invention enhances the standard HTML with a number of extensions that make it 

20 particularly usefiil for working with wireless communication devices. Standard HTML 
assumes the presence of a conventional computer with keyboard, pointing device, and fiill size 
display screen, features which are not present in most wireless communication devices. The 
most notable deficiencies of HTML include: 

• Form elements (e.g., checkboxes, radio buttons) are awkward to navigate without a 
25 mouse. 

• Fomis as they exist in content today tend to be too large for the user to maintain 
some context as she is filhng them in on a small screen. If the form is divided into n 
forms, then the user's input is sent between the client and the server and back to the 
client w-l times, wasting bandwidth. In addition, with a series of smaller forms, 

30 terminating the transaction could be tortuous as the user hits the back key for each 

form in the series. 
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• Hyperlinks are awkward to follow without a mouse to select them and a separate 
scrollbar for scrolling the content of a page. On a device with only an Up key and a 
Down key to both select which hyperlink to follow and to scroll the display, fixed 
assignment of either scrolling or selecting to the Up and Down keys is insufficient 

5 to provide the needed navigational abilities. 

As a user interface definition language, HTML lacks a number of key features: 

• The ability to specify actions for the soft function keys, or indeed for any key on 
the device. 

• The ability to define a pop-up menu of choices. 

JO • The ability to display or alter the data you'd like to store on the device, such as 

names and phone numbers. 

• The ability to design a screen as a template without writing C code to fill in the 
blanks. 

• The ability to allow content arriving over the air to extend or customize the 
15 interface the device presents to the user. 

The present invention provides extensions to the HTML language which facilitate the 
design of multi-part forms, the use of a limited number of keys to both navigate Web pages 
and select hypertext links, define actions for any key (keypad or softkey) of the wireless 
communication device using URLs, create menus of options for softkeys, and conditional 

20 inclusion of text, formatting, and user interface gadgets. 

More particularly, the present invention provides a "key" tag that allows the 
assignment of specific functions or actions to any key of a key-pad, including binding a menu 
. to a key, A "keymenu" tag allows specification of the menu items to be included in a menu 
bound to a key. A "template" tag and an "include" tag allow for the substitution or insertion of 

25 extemal HTML or other data directly into the HTML of a page. A "help" tag allows for the 
definition of help strings that are automatically scrolled across the title bar of page after a set 
time period. A conditional tag allows for the testing of expressions to conditionally display 
HTML data within a page, for example based on variables or configuration settings of the 
device. A "next" method for forms allows for maintaining state of a multi-part form without 

30 having to repeatedly transmit hidden data between a client and server to maintain the state. 
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Improved navigational methods allow for the Up and Down keys of a wireless communication 
device to control both scrolling of a page, and selection of user interface gadgets and 
hyperlinks, in the absence of separate Tab and Enter keys and scroll bars. 

Brief Description of the Drawings 

5 Fig. 1 is an illustration of the top level software and system architecture of a wireless 

cammunicalion device in accordance with the present invention. 

Fig. 2 is an illustration of a sample user interface page for a wireless communication 
device is accordance with the present invention. 

Fig. 3 is an illustration of the detailed software architecture of a man-machine interface 
10 of a wireless communication device in accordance with the present invention. 
Fig. 4 is an illustration of the URL history stack. 

Fig. 5 is a flov^chart of the operation of the shell in handling received URLs. 

Fig- 6 is a flowchart of the operation of the HTMLp content handler in processing a 
string input associated with a user interface gadget 
25 Fig. 7 is an example HTMLp file and page showing a key menu using the <KEY> and 

<KEYMENU> tags. 

Fig. 8 is an example HTMLp file and page showing a help text scrolling banner with 
the<HELP>tag, 

Fig. 9 is an example HTMLp file and page showing the use of the <TEMPLATE> tag 
20 for template files. 

Fig. 10 is an example HTMLp file and page for editing a phone book. 

Fig. 11 is another example HTMLp file and page for editing a phone book. 

Fig. 12 is an example HTMLp file and page showing the use of expressions for 
evaluating the CHECKED and SELECTED attributes. 
25 Fig. 13 is an example HTMLp file and page showing included HTML with the <INC> 



Fig. 14 is an example HTMLp file and page using the PHONENUM and 
PHONENAME attributes for the <INPUT> tag. 

Fig. 15 is a flowchart of the process for handling an input key by the HTMLp content 
30 handler. 
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Fig. 16 is an example conventional HTML file and page for a complex form. 
Figs. 17a- 17b are example HTML files and pages showing an conventional multiple 
form approach using HIDDEN input data. 

Figs. 18a- 18b are example HTMLp files and pages showing a multi-part form used 

5 with the NEXT method. 

Fig. 19 is an example HTMLp file and page showing the default creation of a menu of 
hyperlinks without the use of the <LINKMENU> tag. 

Fig. 20 is an example HTMLp file and page showing the use of the <LINKMENU> 

tag. 

20 Figs. 2 1 a-2 1 e illustrate various user interface pages for dialing a telephone number. 

Figs. 22a-22c illustrate various user interface pages for handling active calls. 
Fig. 23 is an example HTMLp file and page showing the use of the "extra" protocol. 
Fig. 24 is a table of icons and images used with the builtin protocol. 
Fig. 25 is an example HTMLp file and page showing the use of the <DIAL> tag. 

15 Detailed Description of the Preferred Embodiments 

A. System and Software Architectitre 

Referring now to Fig. 1, there is shown an illustration of the system and software 
architecture of a wireless communication device 100 using the markup language based MMI 
102 in accordance with the present invention. The hardware of the wireless communication 

20 device 100 includes a processor 124, memory 126, screen display 136, and keypad 128. 
Memory 126 includes ROM, RAM, and a flash memory for long term storage of data. A 
suitable wireless communication device 100 for providing the hardware features is a Nokia 
6100™ manufactured by Nokia Telecommunications, Inc. 

The wireless communication device 100 stores in the memory 126 and executes a 

25 conventional real time operating system 122, which includes modules for managing power, 
memory, threads (communication connections), keypad inputs, and timer activities. The real 
time operating system 122 provides a standard application progranmiing interface to allow 
higher level components of the MMI 102 to request functionality of the wireless 
communication device 100, and to send and receive data. 

30 Also stored in the memory 126 and in conununication with the real time operating 

system 122 is telephony control module 120 that provides the primary telephone controls, 
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including making and receiving telephone calls, managing multiple telephone lines (if 
appropriate), management of text messaging (if appropriate), monitoring of telephone signals, 
and other basic telephony functions. The telephony control module 120 includes a 
conventional telephone protocol stack that implements an air-interface protocol. The 

5 telephony control module 120 provides an application programming interface to the MMI 102 
to access these features. The telephony control module 120 and the real time operating system 
122 are typically provided by the manufacturer of the wireless conmiunication device 100, and 
their particular implementation is not material to the invention. 

The screen display 136 is a bitmapped LCD or similar display device. The screen 

10 display 136 is typically of very limited resolution, for example about 90x60 to 120x120 pixels 
(at about .28mm dot pitch) as would be appropriate for a compact, portable, hand-held 
electronic device. It is anticipated that advances in display technology will result in screen 
displays 136 of significantly higher resolution, but even so, the ergonomic and form factor 
requirements of wireless communication devices will result in screen displays that are 

15 relatively small {e.g., between 25x25nmi and 80xl20nmi) as compared to the screen displays 
of notebook and desktop computers, and as a result will not display content designed for such 
larger screen displays in the exactly the same manner. The present invention is adapted to 
increase the ease of use of such screen displays when displaying Web content. 

The wireless communication device 100 has a keypad 128 that includes a number of 

20 fixed function keys 132 for accessing defined functions of the wireless communication device 
100 (eg., "Send," "End," and "Power"), number keys 134 for entering digits (and if suitably 
encoded, for entering other characters), and programmable softkeys 130 which have variable 
functionality that changes depending on the particular screen display of the user interface 104 
being shown. 

25 The wireless communication device 100 stores in its memory 126 and executes an 

instance of an MMI 102 made in accordance with the present invention. This MMI 102 
includes a set of user interface definition files 104, a browser 107, a set of portable 
components 116, and a portability layer 118. The browser 107 provides the primary user 
interface mechanism to the user, allowing access to both teleconununication functions, and 

3D Internet/World Wide Web access. The portable components 116 provide a set of graphics 
primitives, file store functions, and localization features that allow the browser to be used on a 
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variety of wireless communication devices 100. The portability layer 118 provides an 
interface for the browser 107 and portable components 116 to the real time operating system 
122 and the telephone control module 120. 

The MMI 102 executes as a single-threaded application, and is generally designed to 
run on any real time operating system 122, telephone control module 120, and wireless 
communication device 100 that provides sufficient ROM, RAM, and flash memory, a screen 
display 136, and basic services. 

R The Browser 

The browser 107 provides the basic user interface of the wireless communication 
device 100 and is responsible for displaying content on the screen display 136, as defined by 
the user interface definition files 104, and as may be retrieved from remote sites, such as Web 
content accessed via a communication link to a remote Web site. The user interface definition 
files 104 are a set of content and code files written in a markup language such as HTML, or the 
preferred variant described below, HTMLp, and may include executable embedded code 
objects. The present invention is not limited to HTML, but also operates with, and may 
extend any other markup language, such as SGML, or XML, or other extended non-standard 
versions of HTML, such as the Netscape Communications' set of HTML extensions. 

Since each service operator providing a wireless conmiunication device using the MMI 
102 of the present invention will design their own specific user interface, typically modifying 
some portion of the user interface definition files 104 provided by the device manufacturer, the 
particular content of the user interface definition files 104 is variable, and expected to be 
different from any of the illustrative user interface screens described herein. In addition, it is 
expected that the MMI 102 may be provided to a service operator without any user interface 
definition files 104 at all, leaving the service operator to create these files as desired; thus the 
user interface definition files 104, while used by the MMI 102 of the present invention, 
themselves are not an essential part of the invention. As the user interface definition files 104 
define the user interface presented to the user, they allow the service operator to easily and 
quickly 'brand' the wireless communication device 100, by simple editing of the user interface 
definition files 104. This branding requires no recompilation of the underiying browser 107, 
portability layer 118, or portable components 116, and thereby makes customization very easy 
and cost effective. It also means that the service operator can customize and brand the user 
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interface using simple markup language editing tools, without necessitating the programming 
skill and environment of conventional code development. 

Following the temiinology of the World Wide Web, an individual user interface screen 
islierein called a "page." Referring now to Fig. 2, there is shown a basic layout of a page 135 
5 displayed on the screen display 136 by the browser 107. Each page 135 generally has four 
basic areas. A status bar 200 that is preferably always present and displays items such as signal 
strength 202 and battery strength 204, message- waiting indicator 206. A title bar 210 displays 
the name for a particular screen, if so defined. A status message area 212 may be used to 
present status messages particular to the current content, such as a telephone number being 
10 called or answered. A content area 214 is used to display the particular content of a user 
interface page, for example, text of a message, phone book entries, and the like. Along the 
bottom (though other locations may be used) are softkey labels 216, which are dynamically 
i^dated according to key definitions provided in the user interface definition files 104. A 
sdoU am)w 215 indicates the current direction in which the user is scrolling (either up or 
25 down). In the content area 214, a focus and selection icon 220 may optionally be used to 
indicate the particular item or line of content that has the focus, i.e. is the current user interface 
gadget or irqjut field. A mode indicator 218 indicates the mode for text entry, whether alpha, 
numeric, or a combined alphanumeric mode. 

Any of the pages or content displayed on the screen display 136 may be obtained 
20 locally firom the user interface definition files 104 or remotely fi^om the Internet or World Wide 
Web. Examples of local content include a telephone book, received text messages, or 
messages being created for sending, configuration settings for the wireless communication 
device, and the like. One of the features of the present invention is that whether the content is 
locally or remotely fetched is largely hidden fi-om the user, except for the delay (if any) in 
25 obtaining it This feature enhances the presentation of seamlessly integrated Internet and 
World Wide Web access with telecommunication fimctions. 

Most of the features of the user interface are activated by means of a URL (Universal 
Resource Locator). Nominally, a URL is a means of identifying a piece of data, which data 
may be predefined, or may be generated on demand based on arguments that are encoded in 
30 ihe URL A URL is a string that takes the follov^ng form: 

protocohdata-identifier]! arguments] 
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The protocol component specifies a communication protocol that should be used to 
retrieve the data. For content located on the World Wide Web, the protocol is usually "http" 
for the HyperText Transport Protocol; local content of the user interface definition files 104 is 
retrieved with the "file" protocol to obtain data in a local file system stored in the memory 
5 126. The present invention provides a number of additional new protocols that control the 
operation and configuration of the wireless communication device 100. 

The data-identifier component is a specification of the desired content to be fetched. 
Currently, for content on the World Wide Web, the data-identifier normally takes the form of 
two V characters, followed by a machine name, another V character, and a path of some sort, 
20 The arguments, if present, are separated from the data-identifier by a *?' and take the 

form of pairs made of an argument name and its value. An character separates an argument 
name from its value. Multiple arguments are separated by an *&' character between the value 
of one and the name of the next. 

Architecturally, the browser 107 includes three major pieces: shell 106, protocol 
25 handlers 112, and content handlers 114. Fig. 3 illustrates the detailed software architecture of 
the MMI 102, including browser 107. 

The shell 106 is responsible for maintaining the universal parts of the screen display 
136, for processing URLs by passing portions of a URL to the correct protocol 112 and 
content handler 114 for the URL, for maintaining a history stack 108 of URLs, and for routing 
20 user input. User input routing involves passing user input keystrokes to the appropriate 
content handler 114 or other target entity for processing, such as entering input numbers and 
letters into a fomi, or dialing a telephone number. 

Protocol handlers 112 receive a URL from the shell 106, and are responsible for 
fetching the data corresponding to the URL, and instructing the shell 106 which content 
25 handler 114 should receive the data. In some cases, the URL is a command to control features 
of the wireless communication device 100, which the protocol handler 112 is responsible for 
executing. 

Content handlers 114 are responsible for displaying fetched URL data and interacting 
with the user. At least one content handler 114 is always the current content handler 114. It is 
30 from the current content handler that any new URL is provided back to the shell 106, and that 
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receives by default any keystrokes that are not delivered to any other input target. The shell 
106 is further described below with respect to Figs. 4-5. 

\ . 0\^erview of the Protocol Handlers 

The-protocol handlers 112 serve two functions in the MMI 102: First, they fetch data 
5 and determine its type; the determination of type in turn determines which content handler is 
used to display the data. Second, they perfoim a command in the wireless communication 
device 100, by accessing an embedded object or the appropriate API of the real time operating 
system 122, or telephone control module 120. A protocol handler 1 12 may retum the results 
of that command, causing a different screen to display, or may retum no results. The protocol 
3D liandlers 112 of a preferred embodiment include the following. 

Builtin protocol handler 112a provides access to icons that are built in to the wireless 
communication device 100. 

Config protocol handler 112b gets and sets configuration settings of the wireless 
communication device 100. 
25 Extra protocol handler 112c provides access to arguments and form data that are passed 

fiom an embedded object in a page, or from previously accessed pages. This protocol allows 
data to be passed directly into a page, without requiring the page to be dynamically generated. 

File protocol handler 11 2d provides access to local content in ROM and in the flash 
file systems. Generally, this content is user interface definition files 104 that define the pages 
20 of the user interface. The file protocol handler 1 12d may be implemented by those of skill in 
the art according to a suitable specification for file system access, such as the POSIX 
specification. 

HTTP bander 112e is a remote file protocol handler that provides accesses to remote 
conteixt stored on the World-Wide Web, using the standard HyperText Transfer Protocol. The 
25 HTTP handler 112e may be implemented by those of skill in the art according to the 
specification defmed in RFC 2068: Hypertext Transport Protocol - HTTP/1.1. Other remote 
file access specifications may also be used to implement a remote file protocol handler. 

Message protocol handler 112f activates various messaging fimctions, including 
sending a message, deleting a stored message, reading new or stored messages, or locking a 
30 stored message. 
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Telephone protocol handler 112g activates various telephone functions, including 
making a call, answering an incoming call, displaying the phone book, editing a phone book 
entry, and creating a new phone book entry. 

Config protocol handler 112b (shown as part of the portability layer 118) retrieves and 
5 sets various configuration settings for the wireless communication device 1 00. 
a^ Basic Protocol Handler API 
Generally, a protocol handler 112 is similar to a device driver, in that it has a well- 
defined set of functions it can perform, and each protocol handler 112, though supporting the 
same functions, supports those functions in its own manner. Each protocol handler 112 
JO implements three functions: 

GetURL : Given a URL and a security level of the page containing the URL to be 
fetched, returns the data associated with the URL, and the privilege level of that data. If the 
URL is actually a command, rather than a reference to data, no data need be returned. 

BuildURL : Given a full URL and a partial URL (without the protocol: element), 
15 returns a full URL. This is used primarily for references inside HTML pages. 

PutURL : Given a URL, a stream of data to be stored under the URL, and the security 
level of the page containing a "put" method, stores the data if the security level is high enough 
to allow it. 

The various embedded object and command URLs supported by the protocol handlers 
20 1 12 are described below. 

2. Overview of the Content Handlers 

Content handlers 114 are responsible for decoding the content data of a page 
corresponding to a fetched URL and displaying the content, or otherwise manipulating the 
content. A content handler 114 typically decodes content it receives and presents a page in the 
25 screen display 136, or portion thereof. Some content handlers 114 construct the page fix>m 
data they receive from the memory 126 or over a communications link, while others display 
the state of the wireless communication device 100 or serve some other administrative 
function. In a preferred embodiment of the browser 107, the content handlers 114 include the 
following: 
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CallManager content handler 114b manages an incoming call screen defined in the user 
interfece definition files 104 to enable the user to receive incoming calls. The CallManager 
content handler 114b provides other functionality through embedded objects. 

HTMLp content handler 114c displays the bulk of the user interface by accessing the 
5 appropriate user interface definition files 104 in memory 126. The HTMLp content handler 
114c includes a HTML 3.2 compatible parser, and is capable of decoding HTML and creating 
the necessary data structures and objects to display text and graphics according to HTML tags. 
In addition, the HTMLp content handler 114c accepts a modified form of HTML 3.2, herein 
called **HTMLp*' as described below, which provides a number of beneficial extensions to the 
20 features and fimctionality of HTML 3.2. 

To better serve as a user interface, and provide added flexibility in designing the user 
interface, the HTMLp content handler 114c allows objects, written in C or other programming 
language, to be embedded in an HTML or HTMLp page to display different types of data that 
are in the wireless communication device 100. However, the HTMLp content handler 114c, 
15 unlike a standard HTML parser, first passes user selected URLs in a current page to any 
embedded object, allowing the URL to be modified by what the user has selected or entered or 
fiilly processed before they are given to the shell 106 to process. 

In the preferred embodiment, the available embedded objects include the following: 
A phone book object stores records of names, associated telephone numbers, addresses, 
20 email addresses, speed dial key selection, ring tone, and other definable fields of data. The 
phone book object includes methods to get and set the fields of records. A phone book object 
maybe embedded in a page and activated by the appropriate URL of the phone protocol. 

A recent and missed phone call list object stores a continually updated list of telephone 
numbers that were recently called, received, or not answered. The call list object includes 
25 methods to delete and dial a telephone number on the list. The call list may be embedded in a 
page and activated by the appropriate URL of the phone protocol. 

A speed dial number list object stores a set of telephone numbers and associations to 
kerys of the keypad 128, such that the selection of the key provides for speed dialing 
functionality. This list object include methods to set, get, and dial a speed dial number. 
30 A phone number lookup object accesses the phone book object to return a telephone 

znmiber(s) associated with an input or selected name or name fi^gment. 
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A phone book name lookup object accesses the phone book object to return a name(s) 
associated with an input or selected telephone number of number fragment. 

A list object of text messages/alpha-numeric pages that have been received or sent. 
The message list object stores a list of messages, including email or Short Message Service 
5 messages, and includes methods to view, store, edit, delete, and send messages. The message 
list may be embedded in a page and activated by the appropriate URL of the message protocol. 

The main content handler 1 14d is primarily a front-end for the HTMLp content handler 
114c in that it uses HTMLp to display a main screen for the wireless communication device 
100. 

w The advert content handler 114a is a front-end for the HTMLp content handler 114c 

that chooses which advertising page to display when the wireless commimication device 100 is 
idle and instructs the HTMLp content handler 114c to display it. In addition, it intercepts 
keystrokes and user interface gadget activation to optionally delete an advertisement that has 
been responded to or expired. 

35 a'^ Basic Content Handler API 

Like protocol handlers 112, content handlers 114 have a well-defined interface the shell 
106 uses to communicate with them. The interface is tailored around the screen display 135 in 
the sense that there the content area is defined within the screen displayand interaction needs 
of content handlers 114. The four ftinctions each content handler 114 supports are: 

20 ContentQpen : This is the call that gives a content handler 114 control of the content 

area 214 of the screen display 136, the softkeys 130 and softkey labels 216, title bar 210, and 
status message area 212. Each content handler 114 receives the following four pieces of 
information when its ContentOpen function is invoked: 



25 



2. 



3. 



1. 



A stream of data returned by the protocol handler 112 that fetched the data; this is 
data to be displayed. 

A handle to the content area 214, indicating where the data is to be displayed. 

A flag indicating whether the content handler 114 has previously displayed this 



data. 



30 



4. 



A pointer to extra data that was passed by whatever entity asked the shell 106 to 
fetch the URL, allowing the extra data to be entered into the page being displayed. 
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The use of the extra data is further described below with respect to the 
<TEMPLATE> tag of HTMLp, and the "extra" protocol. 
ContentClose : When the user asks to close a page, or asks to open a different page, the 
current content handler 114 is closed. It receives a flag that indicates whether the page is 
5 maintained in the URL history stack 108, or if it has been removed from the stack 
permanently. 

rnntentProcessKev : In the absence of anything else to process a keystroke, the shell 
106 deUvers the keystroke to the current content handler 114 by default. The current content 
handler 114 is the one displaying the content whose URL is at the top of the URL stack. 

20 CnntentActivate : When the user presses a softkey 130 or selects an item from a menu, 

Ihe string that is bound to the key or menu item is passed to the current content handler 114 via 
ihis function- In some cases, the string will be a URL that can be passed straight to the shell 
106 to be fetched. In other cases, the string is an indication of what the user wishes to do, and 
the content handler 114 may perform the action itself, or it may use an item the user has 

25 selected on the screen display 136 to generate a URL it can give to the shell 106. For example, 
if the user selects an entry in the phone book and presses a softkey 130 labeled "Edit", the 
HTMLp content handler 114c will take the string associated with that softkey 130 and pass it 
to fte embedded phone book object, which will use the string as a template for generating the 
actual URL to pass to the shell 106, based on which phone book entry the user has selected in 

20 the embedded object 

The specific functionality of the content handlers 114 is fiuther described below. 
3. Control Flow 

A preferred implementation of the browser 107 is organized aroxmd a single callback 
queue 110, which takes the place of the event loop used in other envirorunents. Any part of the 
25 MMI 102, can request that a fimction be called at a later time by adding a function request to 
the callback queue 110. 

The callback queue 110 has a nimiber of elements, each of which has a pointer to a 
fimction to call, and two 32 bit arguments to pass to the routine. The fimction pointer can be 
to any module in the system. 
3a Essentially, the overall system executes a top most control loop: 
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1 . Call the next item on the callback queue 1 1 0. 

2. Update the screen display 136 with any changes that call made. This step includes 
drawing graphical elements to the screen (e.g, scrolling, updating status messages 
and icons) displaying keystrokes, and displaying new pages in response to user 

5 activation of functions or features associated with URLs. 

3. Go to step 1. 

Items for the callback queue 110 are added primarily by asynchronous events such as 
keystroke (up or down), change in an active call, timer expiration, and incoming text 
messages. 

JO Certain protracted operations also will use the callback queue 110 to continue the 

operation, while still allowing other actions (such as user input) to be handled. For example, 
reading the frames of an animated GIF image is broken into two conceptual phases: 

1 . Read the first frame and queue a call to read the next frame. 

2. Attempt to read the next frame. If successfiil, queue a call to read the next frame. 

35 In this way, a page containing the animation can be displayed as soon as possible while 

the rest of the animation is effectively loaded in the background. 

4. The Shell 

The shell 106 provides handling of input keystrokes and other inputs from the lower 
layers, and passing of such inputs to the appropriate protocol handlers 112 and content 
20 handlers 114. A list of shell 1 06 functions is provided in Appendix A. 

a^ Keypad Input 

Keypad input arrives spontaneously at the shell 106 from the portability layer 118. The 
shell 106 maintains a keystroke target list which is a list of entities, particularly user interface 
objects of the currently displayed page, that can process the keystroke. When a keystroke 
25 arrives, the shell 106 passes the keystroke to the first entity in the keystroke target list, via 
ShellProcessKey. If that entity decides not to process the keystroke, it calls the shell 106 to 
give the keystroke to the next entity in the list (ShellPreviousInput). The final entity in the list, 
placed there by the shell 106 when the list is initialized, disperses the keystroke to the current 
content handler 114, which can choose to pass to a default processing routine in the shell 106 
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thai implements system-wide keystroke defaults, or the current content handler 114 can handle 
Ihe keystroke as desired. 

The shell 106 includes functions to register an entity (usually a user interface object) 
into the keystroke target list (ShellGrablnput) and release an entity from the Ust 
5 (ShcllReleaselnput). 

b> Softkevs 

One type of key that has a special function is a softkey 130, which is a key whose label 
is displayed on a page in the screen display 136, and whose purpose changes from page to 
page, according to defined parameters in the user interface definition files 104, The shell 106 
10 manages a number of softkeys 130, typically between one and three, but variable depending on 
the wireless conunimication device 100. Each softkey 130 may be bound to a string, or to a 
menu whose menu items specify a string, or the softkey 130 can be set to pop one or more 
entries from the URL stack, or to do nothing. 

When a softkey 130 or a menu item that is bound to a string is activated, the string is 
15 passed to the current content handler 114 via its ContentActivate fimction. In some cases, the 
string that is bound to a softkey 130 is a URL to be fetched. In this instance, the URL is 
passed by the content handler 114 to the shell 106 for processing (ShellGetURL) and fetching 
by Ae 25)propriate protocol handler 112 and content handler 114. In other cases, the bound 
string is a command that the content handler 114 handles itself without changing pages. 
20 Finally, the boimd string may be a mixture of the two: a template URL (see below) that is 
modified by the content handler 114, based on some input from the user, before being fetched. 

As noted above, as part of its ContentActivate function, the HTMLp content handler 
114c passes a string boimd to a user selected user interface entity to any embedded object in 
tiie current page before it examines the string itself. Some embedded objects simply take 
25 commands to operate on what data they are displaying in this way, while others look for 
fecial escapes in the string to substitute some portion of the data the user has selected, 
yielding a URL fliat they then pass to the shell 106. The HTMLp content handler 114c also has 
certain fecial commands it accepts, rather than just accepting URLs firom hyperlinks. 
c) URL Processing 

30 The stq) of updating the screen display 136 in the above described control flow, when 

done in the context of obtaining a new page for display, is accomplished by passing a URL to 
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the shell 106 via the ShellGetURL function. Fig. 4 illustrates the URL history stack 108 used 
by the shell 106 to support URL processing. The URL history stack 108 is a LIFO stack. 
Each entry 402 includes a URL 404, a pointer 406 to a function table 412 for functions for the 
particular content handler 114 that handles the URL, extra data 408 (if any) that was passed in 
5 with the URL to be retrieved by the "extra" protocol or to be used by the content handler for 
the URL, a pointer 410 to the next URL, a privilege level 414 at which the page is operating, 
the priority 416 of the URL, and a pointer to the state block 418 the shell 106 maintains on 
behalf of the content handler 114. 

Referring to Fig. 5 there is shown a flowchart of the operation of the shell 106 in 
20 handling a URL. The shell 106 extracts 500 the first part of the URL string, before the first 
character, and compares 502 it to the list of known protocol handlers 112 to identify the 
appropriate handler for fetching the URL data. If no protocol handler 112 is found, then the 
shell 106 creates 508 a complete URL by calling the BuildURL function of the protocol for the 
URL currently at the top of the URL stack, passing it the current top URL and the URL that is 
15 being fetched. The protocol handler 112 returns the absolute URL that should be used in place 
of the relative one that was passed in. 

If a protocol handler 112 is found, the shell 106 calls 504 the GetURL function of this 
protocol handler 112, passing the remainder of the URL. The protocol handler 112 is expected 
to fetch the URL, and return a pointer to a ContentStream structure that includes a string 
20 indicating the type of data returned, the privilege level at which the data should be interpreted, 
and a pointer to a Stream, which contains the actual data (the data need not be present yet, but 
reading from the stream must return the data as it arrives). If no stream is retumed 506, the 
shell 106 returns 510 an error. 

The shell 106 matches 512 the data-type string against the list of known content 
25 handlers 112. If there is no match, the shell 106 returns 520 an error. If there is a niatch 514, 
this content handler 114 becomes the current content handler. The shell 106 resets 516 the 
softkeys 130, content area 214 size, title bar 210, and status message area 212 to their default 
state. The shell 106 invokes the ContentOpen function of the current content handler 114, 
passing both the ContentStream and control of the content display area 214 to the ciurent 
30 content handler 1 14 for the content to be displayed. 



23 

BNSDOCID: <WO 9952032A1_I_> 



wo 99/52032 



PCTAJS99/07637 



If the pen call is successful 522, the shell 106 updates the URL history stack 108, 
placing the URL, the pointer to the current content handler 114 functions, any extra data, on 
the stack, and returns 524 success to the entity requesting the URL, otherwise, the shell 106 
reopens 526 the previous URL from the URL history stack 108, and returns an error. 
5 5- Security 

Because content that is received over the air is allowed to activate telephone features 
and access telephone data, such as telephone book entries, the present invention provides 
jnechamsms for security to prevent unauthorized access to functions or data. 

When a URL is fetched by a protocol handler 112 as part of its GetURL function, its 
70 data are assigned a privilege level by the protocol handler. If content comes from a privileged 
souice, the protocol handler 112 assigns the highest privilege level. For example, all pages 
from the user interface definition files 104 which are stored in the ROM 126 of the wireless 
communication device 100 are assigned the highest privilege level. Formatted text messages, 
whefher received or created by the user, are assigned a lowest privilege level. Content that 
25 does not have an assigned privilege level is automatically given the lowest privilege level by 
flie shell 106. For example, content from the World Wide Web (unless otherwise pre- 
assigned) is given the lowest privilege level. The privilege level of an item of content is stored 
with its URL in the URL history stack 108. 

Selected functions of the wireless conununication device 100 are configured to be 
20 privilege-sensitive by either the manufacturer of the wireless conununication device 100 or the 
senace operator. When such a function is called it determines the privilege level of the page 
requesting the content from the page's URL in the URL history stack 108. If the privilege 
level of the requesting page is higher than the privilege level of the requested content, then the 
. content is accessed. If the privilege level of the requesting page is lower than the privilege 
25 level of the requested content, then the function can either deny the access out of hand, or 
confinn the operation with the user. For example, if a lower privilege page requests to make a 
telephone call via the CallManager, the user is alerted to the actual number being dialed and 
must confirm the request before the phone is dialed. 
6. The Content Handlers 
30 The following sections outline how the individual content handlers 114 implement the 

four functions in the API to each content handler 1 14. 

24 
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a) The HTMU Content Handler 
HTMLp API 

The HTMLp content handler 114c provides a fully HTML compliant parser, using the 
HTML 3.2 specification. This parser is activated as needed by the HTMLp content handler 

5 114c during parsing of a page of content to create user interface entities for display of the 
screen display 136, and for storing respective data associated with such entities, such as labels, 
and associated data, including URLs to be fetched when the user interface entity is selected. 

As noted above, each content handler 114 provides an external interface of four 
functions, HTMLpOpen, HTMLpClose, HTMLpActivate, and HTMLpProcessKey. 

30 HTMLpOpen and HTMLpClose are described here. For ease of understanding, 
HTMLpActivate, and HTMLpProcessKey are described below, after a description of the new 
tags of HTMLp. 

(a:\ HTMLpOpen 

This ftinction, called by the shell 106, gives control of the content area 214 of the 
15 screen display 136 to the HTMLp content handler 1 14c for displaying a page of content. As 
noted, the HTMLp content handler 114c receives from the shell 106 a stream of data to 
display, a handle to the content area 214, a display flag indicating whether the content data (the 
page) has been previously displayed, and a pointer to any extra data to be associated with the 
page. 

20 The function determines from the display flag whether the page has been previously 

displayed, and if so, whether any embedded object in the page was cached. In this case, the 
page is redisplayed and any embedded object has a RestoreState function called to reestablish 
its previous state. 

If the embedded objects for a page were not cached, or this is the first time the page is 
25 being displayed, the content stream for the page is passed to the underlying HTML pairser to be 
interpreted as HTMLp code. The parser will create windows, and user interface entities as 
needed, and wrap text and update and assign softkeys 130 as necessary. When the page has 
been completely parsed, it is displayed to the user. In creating the user interface entities, the 
HTML parser establishes a table of associations between the user interface elements (including 
30 keys 132, softkeys 130, menu items, and the like) and URLs (whether local or remote) bound 
to these entities. The association identifies each particular user interface entity, and a URL that 
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is to be fetched if the entity is selected or otherwise activated by the user. These associations 
are used when subsequently processing key strokes received by the page by the 
HTMLpProcessKey function. A handle to the main window that holds all the other pieces of 
the page is set as a state block 418 for the page via a call to ShellSetState. 
5 (h^ HTMLoClose 

This fiinction is called when the user closes the current page or switches to a different 
page. The shell 106 passes in a flag indicating whether the page is to be removed from the 
URL history stack 108, or if it may remain on the URL history stack 108. If the page is not to 
be removed, and the page has not been marked as non-cacheable, then the main page is set not 
30 visible, effectively hiding it from the user, but maintaining it as an active page. 

If the page is non-cacheable or the page is to be removed from the URL history stack 
108, the page window and its associated data structures are destroyed. A page is deemed non- 
cacheable when it refers to data outside itself that could potentially change while the page is 
not displayed. For example, if the page contains an <INC> ("include") tag or uses the 
25 configuration mechanisms described below to display a configuration setting, it is considered 
non-cacheable. The use of the conditional <IF> tag, and the <TEMPLATE> tag may or may 
not cause a page to be non-cacheable, depending on whether the DYNAMIC attribute for 
these tags is set, and whether a %[iir/] escape is encountered inside a <a'EMPLATE> 
</TEMPLATE> block. These features are fiirther explained below. 
20 (2^ Extensions to HTML: HTMLp 

The present invention provides an MMI 102 that is fiilly HTML compatible. However, 
in addition to merely displaying content, it is desirable to provide a set of HTML extensions 
for fialher refining the user interface of a wireless communication device 100, making it more 
ftmctional for telecommunication fimctions and the small screen display 136, and allowing the 
25 wireless communication device to be easily and quickly customized by both the device 
manufacturer and the service operator. 

The extensions which make up HTMLp are as follows: 

(a) A. User Interface Extensions 
In this section, the extensions of HTMLp which enrich the user interface are described. 
30 These various tags are decoded by the HTMLp content handler 114c when it receives a page of 
content from the shell 106. 
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(i) Binding Keys to Functions: <ICEY> Tag 
A typical wireless communication device 100 possesses one to three softkeys 130, the 
standard number keys 134, and a number of special-purpose keys 132. A new extension of 
HTMLp allows any key of the keypad 128 to be bound by an HTML page using the <KEY> 

5 tag. The syntax is: 

<KEY KEY=A'ev LABEl^^string ACTION=wr/|POP|DONE|CLEAR|MENU|GO|NONE> 

The value of the KEY attribute is one of the following: 

1,.../M Specifies a soflkey to be bound. Keys are numbered from left to right, or 

from top to bottom (depending on where they are on the phone). Typically 
20 (m<=3), but this may be varied per device. 

send Specifies the "Send" or "Talk" key. 

back Specifies the "Back" key. Not all devices have this key. A page must be 
privileged to bind this key. 

#« Specifies one of the dialing keys, where n is the label on the key (0-9, *, or 

35 #). To bind all dialing keys to the same action, specify #x. 

end Specifies the "End" key. A page must be privileged to bind this key. 

mode Specifies the "Mode" or "ABC" key. 

clear Specifies the "Clear" or "Del" key. 

up Specifies the up-arrow key or down action. 

20 down Specifies the down-arrow key or down action. 

left Specifies the left-arrow key, 

right Specifies the right-arrow key. 

select Specifies the select key or action. 

power Specifies the power key. A page must be privileged to bind this key. 

25 default Specifies an action for any key for which no other action has been specified, 

with the exception of the back, end, and power keys, for which actions must 
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always be explicitly specified, if any other than the standard actions are to 
be taken. 

If the key is a softkey 130, the value of the LABEL attribute is the string that appears 
in the on-screen label for the key. If the string is too long to fit in the space allotted, it is 
truncated. The LABEL attribute is valid only for softkeys 130. 

The value of the ACTION attribute specifies what should happen when the bound key 
is pressed. The possible values are: 

URL Specifies a URL to be fetched, or some other command for an embedded 
object in the page. The URL is passed to the HTMLp content handler's 
HTMLpActivate fimction for processing. 

POP Requests that the previous page be displayed. 

DONE Requests that the page before the most-recent <TOP> page be displayed. 

CLEAR Requests that all pages be cleared firom the URL history stack 108 and the 
main screen be displayed. 

MENU Specifies that the softkey 130 should bring up a menu. The items in the 

menu are specified by <KEYMENU> tags in the <HEAD> section. This is 
valid only for softkeys 130. 

GO Asks that the currently selected link be fetched. This is valid only for pages 

with the <LINKMENU> attribute. 

NONE Asks that no action be taken when the key is pressed. This allows the 
default action for the key to be overridden. 

When the HTMLp content handler 114c loads a page with the <KEY> tag, it creates a 
key binding table that stores the association between the key, label (if any) and action. 

The string bound to the ACTION attribute is processed by the HTMLpActivate 
function, as follows. 

(\\\ HTMLpActivate 
The HTMLpActivate function is used to determine the appropriate response to the 
string that is boimd to a user interface entity, such as a key, softkey, menu item, hyperlink, or 
the like. The input is a string firom the shell 106, and more particularly, a string that is bound 
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to the ACTION attribute of a KEY or KEYMENU tag, or the HREF attribute of an A tag. 

The new HTMLp tags generally allow any key or menu item of the wireless communication 

device 100 to be associated with a specific action or URL. 

Referring to Figs. 6a-6b, there is shown a flowchart of one embodiment of the 
5 HTMLpActivate function. The HTMLp content handler 114c maintains a list of embedded 

objects in the current page. If there is an embedded object in the page (602), the function 

passes the string to the embedded object for processing 604. The embedded object returns a 

Boolean indicating whether the string was processed, and that no further processing of the 

string is necessary. If the string vyas processed by the embedded object (606), then the 
w function returns 608 control to the shell 106. The processing 604 of a string to an embedded 

object is further described below. 

If the string was not processed, the HTMLpActivate function proceeds to process 610 

the string according to its value as an ACTION attribute. 

If the string is *TOP," (612) then the shell's ShellGoBack(POP) fimction is called 614. 
15 This function pops the top URL of the URL history stack 108, and cause the previous URL to 

be loaded. 

Similarly, if the string is "DONE," (616) the ShellGoBack(DONE) function is called 
618, which is similar, but displays the page before the most recent <a'OP> tag; the <TOP> tag 
identifies the first part of a multi-part form, as further described below. 
20 The HTMLp content handler 114c maintains a pointer to a current object in the page, 

which can be an input field in a form or a hyperHnk. This current object is where the input 
focus is located. 

If the string is *'GO," (620) and the current object is not a hyperlink (622), then nothing 
happens. If the current object is ai hyperlink, the content handler 114 gets 624 the URL string 
25 associated with the hyperlink, and passes that URL string to ShellGetURL, which then fetches 
the actual content. 

If the string is "CLEAR," (626) then the ShellGoBack(CLEAR) of the shell 106 is 
called 628. This function clears the URL history stack 108 and causes a default main page to 
be displayed. 
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If the string has the form ''resetformicl" (630) then the function returns 632 the input 
elements of form number formid to their original state. This action is bound to any softkey 130 
or softkey menu for an <INPUT TYPE=reset> gadget. 

If the string has the form "submitformidjabel" (634) then the function submits 636 
5 form Toxmber formid according to the METHOD and ACTION attributes of the FORM tag that 
defined form number formid. If present, label indicates which <INPUT TYPE=submit> 
gadget the user activated, so its name-value pair can be submitted along with the values firom 
Ihe rest of the gadgets in the form. 

If the string is "SELECT', (638) then the function activates 640 the user interface 
10 gadget the user has selected, according to the gadget type as follows: 



<INPUT TYPE=radio> 


Selects that radio button and unselects other 
radio buttons with the same name. 


<INPUT TYPE==checkbox> 


Checks or unchecks the checkbox. 


<SELECr> 


If the options are displayed, it chooses the 
option the user has selected. If the SELECT 
list is a pop-down list, the pop-down is 
closed. 


hyperlink 


Follows the Unk. 



If the string is **NONE" (642), then no action is taken. 

After all these conditionals are passed, if the string is any other value (644), such as a 
URL, then it is passed 646 to ShellGetURL to be processed. If the URL has no arguments 
(there is no in it), any parameters that were passed to this page as extra data are also passed 
25 in the call to ShellGetURL. r 

An example of the HTMLpActivate function and its particular benefits for embedded 
objects is further described below. 

An example of processing by the Activate function using the <KEY> tag is as follows. 
Assume that a page contains the following KEY tag: 
20 <KEY KEY= ''send " ACT10^=phone:dial > 
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When this page is loaded, the HTMLp content handler 114c stores the association 
between the Send key and the URL "phoneidial" in its key binding table. This stored data will 
be used to activate the telephone dialing function of the telephone protocol handler 112g when 
the user presses the Send key. The HTMLp content handler 1 14c is the current content handler 
5 114. 

Assume that at some later point the user presses the Send key. The portability layer 
118 calls the shell's ShellProcessKey function indicating that a key has been pressed, and 
passes in a key number for the Send key, and a Hag indicating that it has been pressed. As 
noted above, the shell 106 maintains the keystroke target list. The ShellProcessKey sends the 
30 received key to the first target on the stack. If this target does not have a purpose for the key, 
then the target calls the Previouslnput fiinction of the shell 106, passing the Send key index. 
The shell 106 finds the next item on its keystroke target list. This process repeats until the key 
is passed to the HTMLp content handler 114c. This happens when the shell 106 calls the 
ProcessKey function of the current content handler 114, since the URL at the top of the URL 
25 history stack 108 contains the pointer 406 to the HTMLp content handler 1 14c. 

The shell 106 then calls the HTMLpProcessKey("Send"). This function looks at the 
key binding table, which includes the association between the Send key and the URL 
*^hone:dial." The HTMLp content handler 114c calls ShellActivate(phone:dial), which calls 
the HTMLp content handler's 114c HTMLpActivate function. 
20 Here, it is assumed that there is no embedded object in the page. The function then 

tests the input string against the various other actions, such as POP, DONE, GO, CLEAR, and 
NONE. Since the string "phone:dial" does not match any of these, the HTMLpActivate 
function calls the shell's ShellGetURL(phone:dial) function. 

The shell 106 processes this function, as shown in the flowchart of Fig. 5. Continuing 
25 the example, the shell detennines that the URL is for the telephone protocol handler 112g, and 
passes the "dial" portion to it for processing. This protocol handler 112g returns a content 
stream of type "CallManager" (destined for the call manager content handler 114b) that 
contains the number to be dialed. The shell 106 closes the HTMLp content handler 114c, but 
does not remove the URL from the URL history stack 108. The shell 106 places the URL 
30 "phonerdiar on the top of the LIRL history stack 108. The shell 106 gets from the content 
stream returned by the telephone protocol handler 1 12g the string name of the content handler 
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114 t handle the stream. The shell 106 looks up the string in its table, and updates the 
CONTENT field of the top entry of the URL history stack 108. Finally, the shell 106 invokes 
the Open function of the new current content handler 114, passing in the content stream data. 
In the Open routine of the call manager content handler 114b, it retrieves the phone number 
5 from the stream and invokes the necessary function in the telephone control module 120 to 
establish the phone call. 

Building Menus 

If a softkey 130 is bound to a menu using the <KEY> tag, and ACTION="menu", then 
the entries for the menu are specified using a <KEYMENU> tag in the HEAD section of the 
70 page. The <KEYMENU> tag has the following syntax: 

<KEYMENU KEY=/7 hABEl.=string ACTION=wr/|POPIDONE|CLEARiGO> 

Entries are displayed in the menu in the order in which they are encountered. However, 
menu entries do not all have to be together in the header. 

The value of the KEY attribute specifies to which menu the entry should be added. 
15 This is the same value as given for the <KEY> tag that specified a menu should exist. 

The value of the LABEL attribute is the string that appears in the menu entry. The 
menu will be as wide as necessary to hold all the entries. However, the label will be truncated 
if it is wider than the screen. 

The value of the ACTION attribute specifies what should happen when the entry is 
20 selected. The possible values are: 

UEL Specifies a URL to be fetched, or some other command for an embedded 
object in the page. 

POP Requests that the previous page be displayed. / 

DONE Requests that the page before the most-recent <TOP> page be displayed. 

25 CLEAR Requests that all pages be popped from the URL stack and the main screen 

be displayed. 

GO Requests that the currently selected link be fetched. This is valid only for 

pages with the <LINKMENU> attribute. 
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These ACTION attributes are processed in the same manner as the attributes of the 
<KEY> tag in the HTMLpActivate function, as described above. 

Fig. 7 illustrates example of the HTMLp source code for page with a key menu 
defined, and the screen display 136 when the menu is selected to be displayed. The HTMLp 

5 code is shown on the left, and the resulting page on the right. Line 4 defmes a menu for the 
first softkey (KEY=1) Note that when the menu is open, the softkey label 216 for the menu 
changes to "Select," indicating that if the user presses the softkey 130 again, the selected entry 
will be activated; this label 216 may change to instead close the menu, leaving the Send key to 
activate the selection. Lines 5-7 define the menu items for this menu, each of which has its 

10 ACTION attribute specifying one of the user interface definition files 104 for the appropriate 
page to display to retrieve messages, recent calls, or phone settings. Selecting one of the 
entries in the menu, either by pressing the softkey marked "Select" or pressing the numbered 
key matching the icon to the left of the entry, causes the ACTION specified in the KEYMENU 
. to be executed. In this example, the appropriate HTMLp user interface definition file 104 is 

15 fetched firom ROM. 

(iv) Delayed Help 

Many user interfaces for computers provide some form of online context-specific help 
text. Conventionally, these help screens are displayed in their own window overlaying the 
portion of the user interface where the user is expected to enter data. In addition, help screens 
20 are typically passive, and appear only in response to a direct action of the user to request help. 
However, in a wireless conununication device with a very small screen display, overlaying a 
help screen over the content area would hinder the user. In addition, since the user may not 
know that help is available, passively waiting for the user to request help may be insufficient 
to assist some users. 

25 To assist users who might be uncertain of what to do next when viewing a page, and to 

provide such help without obscuring the content area 214 of a page where the user is expected 
to input data, the present invention enables help text to automatically scroll across the screen in 
place of the title 210 of a page after a certain amount of time has elapsed without a user input 
keystroke. More than one help text string may be specified, in which case the strings are 

30 displayed in succession, with a suitable interval between each one. The help text strings are 
displayed only once each, each time the page is viewed. 
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To allow pages to specify one or more help strings a new <HELP> tag is specified in 
the <HEAD> section of the document. The syntax of the <HELP> tag is: 

<HELP>help strmg</HEL?> 

where help string is the help text to be displayed. 

When a page containing the <HELP> tag is loaded, the HTMLp content handler 114c 
builds a structure, such as a table, that includes the help text strings. This table is passed to the 
shell 106, which stores the table for later use. The functionality of <HELP> Ug is then 
handled primarily by the shell 106 during idle time processing. 

The shell 106 maintain a counter of the number of seconds since the last keystroke. The 
counter is normally cleared on each ShellProcessKey. The real time operating system 122 has 
a timer that runs in the background, and calls a routine in the shell 106 that increments the 
counter. If counter reaches a threshold number of seconds, the shell 106 creates a scrolling 
baimer object, and instructs it to display the first help text string in the table. The scrolling 
banner object internally determines when the help text string is fully scrolled off of the screen 
display 136, and notifies the shell 106, which redisplays the title 210. A second threshold is 
set for displaying the next help string. The thresholds are predetermined by the shell 106 
based on a desired length of time for displaying the help text strings. 

Fig. 8 shows an example of the HTMLp source for a page including two HELP tags, 
and the resulting sequence through which the screen display 136 passes when the page is 
loaded. Lines 7-8 of the HTMLp code define the help text to be displayed. The second and 
third screen images show the first help text string being scrolled in place of the title. 

(v) Pages as Templates 

There are a number of extensions of HTML in the present invention that allow pages to 
be designed using a standard HTML editor, using arguments passed by C code to complete 
form entry fields, or specifying data to be fetched on the fly fi-om the device to determine the 
initial state of a form in a page. These extensions include templates, conditional HTML, 
configuration setting capabilities, and "included" HTML. 

Generally, the C code for an embedded object has parameters to be displayed, but it is 
desirable that the format of the display be defined in the HTML for the page. For example, a 
page displaying a form of data for an incoming call preferably displays a telephone number 
and its associated name. Accordingly, the HTML page for displaying the incoming call should 
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be able to take the paratnetere (telephone number and caller name) and fonnat them as 
necessary. 

However, conventional HTML 3.2provides no mechanism to pass data directly into a 
page for this desired application, but rather at best allows the HTML for the page to be created 

5 on demand. The generation of HTML is both slow and compute-intensive, and the executable 
scripts for generating a page typically require more storage than the page being generated, 
thereby making it less efficient than storing the page itself. By allowing indirect passing of 
arguments, the present invention eliminates the need to generate HTML at run time. This 
enables the pages to be stored in the ROM 126, and requires less memoiy than the code for 

10 generating the HTML on demand. 

(a) Using Pages as Templates 
The first extension which enables data to be passed into a page is the <TEMPLATE> 
tag. The <TEMPLATE> tag may appear anywhere in page. It must be matched by a 
corresponding </TEMPLATE> tag at the appropriate place in the structure of the document. 

All text between the <rrEMPLATE> and <rrEMPLATE> tags is examined for escapes 
of the form %{url), or %<ur/>. This includes text within tags, even within quoted 

attribute values. When such an escape is seen, the data for the UPX are fetched and, if they are 
plain text or HTML, they are inserted into the HTML document in place of the escape exactly 
as if they had been there all along. To include a % character in the text between 
20 <TEMPLATE> and </TEMPLATE>, it must be preceded by another %, as in "%%". 

The form %<Mr/> causes the text returned as the data for url to be encoded for use as 
an argument for another URL. URL arguments have a restricted character set, with anything 
outside that character set being encoded as % followed by two hexadecimal digits. 

The distinction between %(«r/) and %[«r/] lies in the caching behavior of the HTMLp 
25 content handler 1 14c. Normally, the data for a page are parsed and the information needed to 
render the page is saved so long as the URL remains on the URL history stack 108. This 
allows for quick redisplay of a page that has already been fetched. If. however, a %[url] 
escape is seen in a template section, it indicates that the data for the URL are dynamic enough 
to warrant the reparsing the page when it needs to be redisplayed, to catch any changes in the 
30 URL data since the user last saw the page. 
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Fig. 9 illustrates an example of the TEMPLATE tag. In this example, the text between 
the <TEMPLATE> tags on lines 19-25 defines the template text; the escape on line 20 results 
in the URL "extrainame'* being fetched, which replaces the text with whatever data is stored 
under the variable "name". The screen display shows this as the text "Adam M." 
5 The HTML 4.0 specification provides for the use of embedded objects in pages. 

Generally, an embedded object is an item of code positioned at a location on the page that is 
responsible for constructing and displaying its own content. An embedded object is specified 
in the URL for the OBJECT tag, located in the desired position in the HTML source. 
Normally, the URL specifies a code entity such as an ActiveX control, a Java applet, C code, 
10 and the like. In the HTML 4.0 specification, the URL is merely passed to a server which 
return the desired entity. However, in HTML 4.0 once a page with an embedded object is 
loaded, no further processing or passing of arguments to the embedded object can occur. In 
particular, when a user selects a hyperlink (a user interface gadget associated with a URL) on a 
page containing the embedded object, the embedded object does not have any opportunity to 
35 process the URL, and instead, the URL is merely followed to the linked page. 

However, the present invention extends the fimctionality of embedded objects by 
providing URL associated with a hyperlink or user interface gadget first to embedded objects 
for processing. This lets an embedded object respond directly to arguments provided in 
HTML forms, without having to have the server update the page. The implementation of this 
20 embedded object functionality is provided in the HTMLpActivate fimction of the HTMLp 
content handler 114c, as described above with respect to Fig. 6. 

As described, when the HTMLp content handler 114c processes a string that is a URL, 
if there is an embedded object in the page, the HTMLp content handler 114c passes the URL 
to fee embedded object. In accordance with the present invention, an embedded object does 
25 one of three actions in processing a URL: 

• Process the URL as a command; 

• Look for escape sequences in the URL and substitute for those sequences 
information firom the data the user selected, before passing the URL to the shell 106 
to be fetched; or 

30 • Return the URL to the HTMLp content handler 114c without processing, to be 

processed according to the remainder of HTMLpActivate. 
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As an example of the second type of processing, an instance of the phone book 
embedded object in an HTMLp page may look for escape sequences such as "@«" or "©T' to 
replace with the name or record ID of the phone book record the user has selected. The phone 
book object includes an edit method that can edit either the name of a record, or any of the 
5 fields. Passing the URL "phone:edit?Name=@n" to the phone book object will begin the 
process of adding another number to the selected phone book record by entering the phone 
book entry creation process with the name already set from the selected phone book record;, 
passing the URL "phone:edit?id=@i" to the phone book object will edit all the fields of the 
record. 

30 The advantage of this extended functionality is that instead of having pages hardcoded 

in C, they can have those elements that require the data access and dynamic behavior of C be 
coded in C, while the specification of functions the user can perform is done in HTML. This is 
not possible in HTML 4.0 because the only way for an embedded object to interact with the 
user is by putting up its own user interface, which again will be hardcoded in the language in 

35 which the embedded object is implemented, and thus not easily modified or branded by the 
service operator. 

Figs. 10 and 11 provide two examples of possible phone book pages, and illustrate the 
flexibility embedded objects can provide with the extended processing of the present 
invention. 

20 In Fig. 10, the user can create a new entry, or modify one of the fields of an existing 

phone book entry to change its speed dial key, ring tone, or number. Line 5 defines a key 
menu, which is shown displayed, activated by the user pressing the first soflkey 130. The 
menu entries (lines 6-12) are bound to URLs that have escape placeholders for data from the 
cuirent selection., In particular, line 6 defines the ACTION for the menu item to be a URL for 

25 the embedded phone book object that will change to the first page of the phone book entry 
creation process with the name afready specified to be that of the cuirent selection in the 
embedded phone book object. Generally, other URLs in the present invention can be activated 
using pieces of the selected phone book record to fill in their arguments; any of these URLs 
can be bound to menu entries, softiceys, or other keys on the keypad. The specific escape 

30 sequences are described below, with respect to the phone:list URL of the phone protocol. 
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In Fig. 1 K the user can create a new entry, or go to a separate page to display all the 
parameters for a particular entry, and change them if she wishes (this is done via a separate 
screen, pbedit.html; the escapes in the editurl argument to the phoneilist embedded object 
extract all the relevant pieces of the entry for passing to pbedithtml). In addition, the a 
graphical title bar is used here, along with a tiled background of the wireless communication 
device manufacturer's logo as a border. The object to embed is specified in line 10 with a 
URL to the phone list object. 

When the HTMLp content handler 114c encounters an <OBJECT> tag, it requests the 
shell 106 to fetch the data associated with the URL given as the CODE attribute to the 
OBJECT tag. The shell 106 returns this data as a content stream, which must be of type 
**Objecf \ In the stream is a structure that contains: 

• A pointer to the object (a window to be made a child of the HTMLp page window) 

• A pointer to a function HTMLpActivate can call with the string it hasbeen given. 

• A pointer to a function that will fetch the current state of the object. This is called by 
HTMLpClose. 

• A pointer to a function that accepts the state that was fetched and restores the object 
to Hbal state. This is called by HTMLpOpen when it is told the page has been displayed before. 

• A pointer to a fimction that returns the "value" of the object as a string. This is called 
when the object is part of a form that is being submitted. 

• A pointer to a function that accepts the "value" to which the object should set itself 
The value is a string. The function is called when the object is part of a form and extra data 
that have the same name as the object (as given by the NAME attribute to the OBJECT tag) 
were passed. 

(b) Accessing Device Settings 

The various configurable parameters of the wireless conmiimication device 100 are 
accessible via the config protocol, further described below. It is desirable to provide pages that 
can adjust these settings using form gadgets to specify the possible values for each setting. 
However, to do this, it must be possible to set the initial state of these form gadgets to match 
the current value of the setting they're supposed to affect. 

The form gadgets most preferably used to set the value of a device setting are the radio 
button, the checkbox, and the scrolling list. The radio button and checkbox are both accessed 
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via the INPUT tag, with a TYPE attribute of either RADIO or CHECKBOX. For these input 
elements, it is possible in HTML 3.2 to specify a selection attribution which defines whether 
the input element is selected on the form. The selection attributes include CHECKED and 
SELECTED. The CHECKED attribute indicates that a radio button or checkbox is to be 

5 initially selected. Similarly, a scrolling list is specified by a <SELECT> tag, with <OPTION> 
tags inside it, any of which may have the SELECTED attribute to indicate that that option of 
the selection list should be initially selected. 

Normally these attributes are Boolean; if the CHECKED or SELECTED attributes 
exist in the source, the radio button, checkbox, or option is selected, while if they do not, it is 

JO not selected. In the presem invention, however, these attributes have been extended to accept a 
value. The value takes the form of an expression, which, if it evaluates true, causes the item to 
be selected initially. 

The expression fetches data from a URL and either treats it as a Boolean value, to be 
checked for truth or falseness, or compares it to a string for equality or inequality. 
35 The syntax is: 

ATTRIBUTE=[!]ur/ 

or 

ATTRiBUTE=url[\]=string 

ATTRIBUTE is either CHECKED or SELECTED. The URL here is to a config 
20 protocol, and takes the form "config:5em«g" where setting is the particular setting of interest 
which the config protocol handler 112b will access. 

The first syntax form treats the fetched URL data as a Boolean value, converting the 
text to an integer and seeing if it is 0 or non-zero. If the leading is present and the value is 
0, the item is selected, while if the leading "!" is absent and the value is non-zero, the item is 
25 selected. If the url itself contains an equal sign, it must be enclosed in parentheses. 

The second syntax form performs a string comparison between the string and the data 
retrieved for the URL. If "!=" is given, the item is selected if the strings are not equal, while if 
just = is given, the item is selected if the strings are equal. 

If the data returned by the URL is neither plain text nor HTML, the expression always 
30 evaluates false and the item remains unchecked. 
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Fig. 12 provides an example of the use of this extension, showing both the HTMLp 
source, and the resulting page. Lines 9-14 specify the various configuration settings, showing 
the CHECKED attribute being set by an expression which is a URL to the config protocol 
hander. The illustrated page shows the resulting user interface for configuring these settings. 

3 faHiis example, the user will be presented with three radio buttons and a text input field. The 
user will be able to specify whether the backlight for the screen display 136 should be on only 
"When the device is in-use, or when it's in-use or is plugged in, or not at all. In addition, the 
user can set the number of seconds without input after which the wireless communication 
device is consider to no longer be in use. These settings may be stored in the "backlight" and 

30 n)acklight delay" settings, respectively. When the screen first appears, the radio button that 
conesponds to the current setting will be checked, and the text input field will contain the 
current delay. 

Generally, when an <INPUT> tag with this extended selection attribute is loaded, the 
HTMLp content handler 114c passes the URL to the shell 106 to be fetched. The HTMLp 
15 content handler 114c evaluates the fetched data according to its syntax form, as described 
aT>ove, and establishes the value of the selection attribute according to the evaluation of the 
URL data. "Including" HTML 

"Including " is an extension to HTML that allows blocks of HTML or HTMLp code to 
be referenced in a page. Any included HTML is recursively resolved, so that included HTML 
20 anagr itself include other HTML. At present, the HTML 4.0 provides no mechanism to include 
hlocks of HTML fi^om one page into another. A benefit of included HTML is that common 
HTML components, such a page headers or footers, navigation toolbars, and the like, which 
arc desired to appear in a number of pages, may be easily incorporated by a single reference to 
Ihe included pages. , / 
25 The present invention provides a mechanism for including HTML (which also includes 

plain text) from any source, by giving its URL. This is used primarily to display device 
settings via template pages, but can also be used to reduce content size by placing elements 
common to multiple pages in a separate part of the content archive and including it in the other 
pages. The mechanism is provided by the <INC> tag, which has the following syntax: 
30 <INCSRC=«r/DYNAMIO 
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The SRC (source) attribute must be present, and specifies the URL whose data are to 
be included in the document at that point. When the <INC> tag is resolved by the HTMLp 
content handler 114c, the data associated with the URL is fetched inserted at the location of 
the <INC> tag. 

5 An <INC> tag may be used anywhere in a page, except from within another tag. For 

example, "<A HREF=<rNC SRC=file:commonurl.txt»" is not allowed. 

Fig. 13 illustrates an example of the <INO tag. In this example, the first page 
infor.html has an <INC> tag on line 2 referencing the second file bbody.html, which itself has 
an <INC> tag on line 8 referencing a third file stdlogo.html. When the first page is loaded, the 
10 HTMLp content handler 1 14c fiiUy resolves all <INO tags, and produces the resulting page, 
as shown. File info.html has an <INC> tag on line 13 which references the file 
endbody.html, and this latter file includes the <mODY> tag properly closing the <BODY> tag 
that appeared in a completely different file, bbody.html. 

Generally, when parsing a page, as the HTMLp content handler 114c identifies an 
IS <INC> tag, it fetches the reference URL and directly inserts the data from the file into the 
source of the present file, and resolves it as needed for displaying the page. 

If the DYNAMIC attribute is specified for the <INC> tag, it causes the page to be 
rebuilt when the user returns to it, rather than using display instructions that were cached when 
the page was temporarily closed. In general, the DYNAMIC attribute indicates that the url 
20 used as the SRC refers to data that may change while the page is temporarily closed, so it must 
be reread and the page rebuilt to accommodate any such change. 

(d) Conditional HTML 
The display of pieces of a template HTMLp page can be controlled by parameters 
passed with the URL for the template page, either directly as arguments following a in a 
25 URL for the file protocol 112d (arguments specified in a URL for the file protocol 112d are 
available as values within the file using the extrarprotocol). as form data from a 
METHOD=NEXT form in the referring URL. or as parameters from C code in the present 
invention. 

Conventional HTML does not allow for conditional expressions to be encoded directly 
30 in the HTML source of a page to control which elements of the page are displayed. The 
present invention overcomes this deficiency with the new <IF> tag. The <IF> tag allows for 
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testing of expressions, such parameters or device settings, to control the display of a page. The 
syntax is as follows: 

<IF TEST=expression DYNAMIC>/j//n/<ELSE 
TEST=ex;?rcj5io/i>/«/m/<ELSE>/rfm/</IF> 

5 The expression in the TEST attribute is evaluated exactly like that described for the 

CHECKED and SELECTED attributes, above. 
- For example, consider the HTMLp source: 
<IF TEST=extra:conf^ 

<KEY KEY=1 LABEL=Conference ACTION=phone:conference> 

20 <ELSE> 

<KEY KEY=1 LABEL="PickUp" ACTION=phone:answer> 

</IF> 

<KEY KEY=send ACTION=phone:answer> 

35 

<IF TEST=config:anykey> 

<KEY KEY=default ACTION=phone:ansv/er> 

<KEY KEY=back ACTION=phone:answer> 
<ELSE> 

20 <KEY KEY=default ACTION=none> 

<KEY KEY=back ACTION=phone:ignore> 
</IF> 

In the first <IF> tag, TEST is evaluated with respect to extra data "conf ' being passed 
"into the page by the C code that loaded the page. This data is stored in a variable available to 
25 IheHTMLp content handler 114c. When the page is loaded, if "conf * evaluates to TRUE, then 
the fiist sofikey 130 (KEY=1) is labeled "Conference" and is bound in the key binding table to 
the URL *^hone:confeience", to allow the user to activate the conference feature of the 
telephone. If "conf evaluates to FALSE, then the softkey is labeled "Pick Up" instead and 
ithe key is bound to a different URL. 
30 In the second <IF> tag, the tested data is a configuration setting of the wireless 

communication device, accessed by the "config:anykey" URL. Depending on the device 
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configuration for this setting, either all keys, including the Back key, will be bound to the 
"phone:answer" function, or all keys but the Back key (and any other key that has a specific 
binding) will do nothing, while the Back key will be bound to the "phone: ignore" function. 

The <IF> tag has a DYNAMIC attribute that tells the parser that the URL it uses 
5 generates dynamic data and the page should be reparsed, similar to the %[Mr/] form used in 
template mode to signal that url refers to data dynamic enough to require the page to be rebuilt 
when it is again made visible. 

fvi^ Phone Number Entry Field 
HTML 4.0 is designed as a general purpose language, and does not include any 
70 features that make it particularly adapted for use in a wireless conununication device, 
particularly one capable of making telephone calls, and storing telephone numbers and 
associated names. 

To make HTML more adapted for such a wireless communication device 100, the 
present invention specifies "phonenum" and "phonename" as new values for the TYPE 

35 attribute of the <INPUT> tag. Generally, <INPUT> tag allows specification of a data input 
type, such as a checkbox, radio button, text, or image. 

The new input type of the present invention allows the user to enter a phone number or 
a person's name. As the user types, the input field uses the input data to look up a matching 
record in a phone book data structure. Matching records are then displayed in a list below the 

20 input field in exactly the same format as is used in the phone book display.Once the matching 
records are displayed, the user is able to select an item in the list, and have that item be used to 
complete the form. 

More particularly, when the input type is "phonenum," the input digits are compared 
against all telephone numbers in the phone book; matching telephone are displayed in a list. 
25 When the user selects one of the matching telephone numbers in the list, this causes the input 
field to be replaced by the full selected telephone number, with the portion that matched the 
input underlined. In matching, single digits (0-9) or double digits (00-99) are matched only 
against the speed dial list, and display matching speed dial numbers. 

When the input type is "phonename", the input characters are compared against the 
30 names in the phone book, and those entries that match are displayed, with the characters that 
matched drawn underlined. Matches in the first word of the name take precedence over 
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matches in subsequent words and the list is sorted accordingly. When the user selects one of 
Ihe matching names, this causes the input field to be replaced by the full matching name. 

Fig. .14 illustrates an example of the HTMLp source and the resulting page. Here, line 
7 specifies the phone protocol for dialing a telephone number; the input type is "phonenum". 
5 The user has first typed in "2" which is matched against the speed dial list and displays a 
malchins name. In the next image, the user has typed in "995" which is matched against the 
phone book list, and displays a single matching name. In the third image, the user has selected 
Ihe name, which causes the entire telephone number that matches including prepending and 
remaining digits to be inserted into to the input field for use in dialing, 
20 (b> Multi-part Forms 

As mentioned earlier, in typical HTML pages destined for the desktop and its large 
screen, a conventional fomi will use many input fields. If such a form were displayed on the 
small screen display 136 of a typical wireless communication device 100, it would be very 
easy for the user to become lost in the form, because she loses the context of the form, most of 
15 which will he scrolled off the screen display 136 at any given time, or she cannot see much of 
Ihc data being entered. Fig. 16 illustrates an example of a conventional HTML form which 
would be cumbersome to use on a screen display 136 of a wireless communication device 100. 

One solution is to break the single form into a series of forms that each gather one or 
two of the items required. In this case, however, conventional HTML requires the data from 
20 each form to be transmitted to the server as part of the URL that fetches the next form. The 
server then takes the data passed in the URL and returns a page that must be generated on-the- 
fly wiA fhe passed-in data from the previous forms included as "hidden" type input elements 
in flie form in the returned page. In this manner, the data the user enters get sent up and back 
multiple tames until the entire form has been filled in. This process is very bandwidth 
25 intensive, and time consuming, and costly. 

The other drawback to breaking a form into multiple forms is what the user has to go 
through if she decides in the middle that she does not want to complete the form after all. In 
such a case, the user has to hit the "End" or "Back" key once for each of the subforms that 
have been filled in, since each is a separate page. If the user is in a hurry, she could easily 
30 overshoot and end up dropping out of a place she actually wanted to be in when canceling the 
form. 
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Figs. 17a and 17b illustrate a conventional multiple fonn method, as described above, 
where parameters received from a client computer in one HTML page are inserted by the 
server computer as HIDDEN type inputs in a next HTML page before being uploaded to the 
client computer. As seen in the figures, multiple pages have to be dynamically created to 
S continually pass this data back and forth between the client and server. 

This protocol for sending data back and forth between a server and a client results from 
a fundamental assumption of standard HTML that each transaction between a client and server 
is stateless, and thus, no data from previous states may be implicitly relied on to complete a 
current state. 

JO The present invention overcomes these deficiencies of HTML with a new "NEXT" 

method for forms, and a new <TOP> tag, which are designed to take advantage of the fact that 
client is fully able to save its own state and use this information in determining subsequent 
states. 

(v») The "Ng yT" FnTTH Method 
A form in an HTML page consists of one or more input elements for gathering data 
from the user. The data, each piece tagged with the name of the input element from which it 
came, is submitted to a server according to two parameters in the FORM tag: the METHOD 
and the ACTION. The ACTION is a URL to which the data are usually appended, while the 
METHOD is either GET or POST. GET is used to fetch another page based on the data, while 
20 POST is usually used to send data to finalize a transaction. 

To these two methods, the present invention adds a new NEXT method. Generally, the 
NEXT method allows a form to be specified in multiple parts, with each part including a 
subset of all of the input fields of the overall form, and the data for the entire form stored in an 
extonal data structure. ( 
25 The NEXT method has the following effects: 

1 The method used on the ACTION URL is "GET" without any modification 
of the URL; the page is simply fetched from the server. GetURL is the fimction called 

for the protocol handler 112. 

2. Any form in the fetched page begins with the name/value data-set active in 
30 the form on the current page. This includes any name/value data that was passed from a 

previous page. This replaces the use of "hidden" input fields, avoiding the bandwidth 

45 



BNSOCX:iD: <WO 9952032A 1 _I , > 



wo 99/52032 PCTAJS99/07637 

matches in subsequent words and the list is sorted accordingly. When the user selects one of 
the matching names, this causes the input field to be replaced by the full matching name. 

Fig. 14 illustrates an example of the HTMLp source and the resulting page. Here, line 
7 specifies the phone protocol for dialing a telephone number; the input type is "phonenum". 

5 The user has first typed in "2" which is matched against the speed dial list and displays a 
matching name. In the next image, the user has typed in "995" which is matched against the 
phone book list, and displays a single matching name. In the third image, the user has selected 
the name, which causes the entire telephone number that matches including prepending and 
remaining digits to be inserted into to the input field for use in dialing. 

20 fb> Multi-part Forms 

As mentioned earlier, in typical HTML pages destined for the desktop and its large 
screen, a conventional form will use many input fields. If such a form were displayed on the 
small screen display 136 of a typical wireless communication device 100, it would be very 
easy for the user to become lost in the form, because she loses the context of the form, most of 

15 which will be scrolled off the screen display 136 at any given time, or she cannot see much of 
the data being entered. Fig. 16 illustrates an example of a conventional HTML form which 
would be cumbersome to use on a screen display 136 of a wireless conmiunication device 100. 

One solution is to break the single form into a series of forms that each gather one or 
two of the items required. In this case, however, conventional HTML requires the data firom 

20 each form to be transmitted to the server as part of the URL that fetches the next form. The 
server then takes the data passed in the URL and returns a page that must be generated on-the- 
fly with the passed-in data from the previous forms included as "hidden" type input elements 
in the form in the returned page. In this maimer, the data the user enters get sent up and back 
multiple times until the entire form has been filled in. This process is very bandwidth 

25 intensive, and time consuming, and costly. 

The other drawback to breaking a form into multiple forms is what the user has to go 
through if she decides in the middle that she does not want to complete the form after all. In 
such a case, the user has to hit the "End" or "Back" key once for each of the subforms that 
have been filled in, since each is a separate page. If the user is in a hurry, she could easily 

30 overshoot and end up dropping out of a place she actually wanted to be in when canceling the 
form. 
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To make termination of a multi-page form easier, the present invention allows a page 
to be marked as the beginning of a complex interaction a user might want to exit completely. It 
does this by providing the <TOP> tag: 

^OP> 

5 at the desired location of the "top" of the interaction. Such an interaction may be a multi-part 
form, or any other complex group of pages. 

To access the top of an interaction, a softkey 130 is defined using the <KEY> tag with 
an ACTION attribute of "DONE". When this softkey 130 is selected by the user, the user will 
return to the page that referred the user to the most recent page marked with <TOP>. This 
10 processing of the DONE value for ACTION takes place during the HTMLpActivate fiinction, 
as described above. 

(b"^ Navigation 

The display of HTML on a conventional wireless conununication device 100 is further 
hampered by the heavily-restricted keyboard and the absence of any pointing device. In a 
35 typical HTML environment, there is a scrollbar that can be clicked or dragged, a tab key to 
shift between fields in a form, and a mouse that can select hyperlinks included in the content 
should the user wish to follow them. 

In a wireless communication device 100 in which the present invention advantageously 
operates, however, there is only the up key, down key, and possibly one of the softkeys 130 
20 that may be relied upon to provide navigational controls. To provide a rich set of navigational 
abilities, the present invention provides the following features to HTMLp. 

fi'^ Form Entries 

When a page contains form elements, the Up and Dovm arrows are overloaded to allow 
moving between the form fields in the following fashion: 
25 • If the next (for the Down arrow) or previous (for the Up arrow) field in the form is 

visible, then it is made the active form field. This is denoted by a graphical 
selection indicator; a text input element will also get a blinking text cursor. 

• If the next (or previous) field in the form is not visible on-screen, the screen is 
scrolled so that the next (or previous) line of the page is brought on-screen. If the 
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next (or previous) field is in the line that was brought on-screen, then it will be 
made the active form field. Otherwise, the current form field remains active. 

As the screen display is scrolled, the current fomi field , is continually updated without 
requiring the user to directly select the field. In this manner, the user can easily switch among 
5 fields merely by scrolling, while being able to predictably read explanatory text leading up to 
the next field to be filled in. 

In addition to this, if the first softkey 130 is not bound by the page to some other 
purpose, it will change its action in the key binding table as the current form field changes, as 
follows: 



Table 1: Softkey Navigation Defaults 



GADGET WITH FOCUS 


SOFTKEY LABEL 


ACTION 


Text field 


no label 




Scrolling List (single 
selectable) 


OK 


Selects and generates 
Submit 


Scrolling List (multi-selectable) 


Select 


Selects/de-selects item. 


Popdown (closed) 


Open 


Opens popdown 


Popdown (open) 


Select 


Closes popdown and makes 
selection 


Checkbox (selected) 


Clear 


De-selects 


Checkbox (vmselected) 


Select 


Selects 


Radio button (unselected) 


Select 


Selects button 


Radio button (selected) 


no label 




Standard link 


Select 


Activates Link 


Phone:Dial link 


Call 


Goes to Dial screen 
displaying the number (can 
also be activated with Send 
button). 
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The various actions defined in Table 1 provide for appropriate and dynamically 
variable behavior of the softkey 130 depending on the type of user interface gadget that is the 
current form field. These actions are dynamically assigned as the user scrolls a page and 
changes the focus between gadgets, thereby changing the current form field. For example, if 
5 the current form field is a hyperlink, then the softkey is automatically assigned to the URL for 
the link, and selection of the softkey automatically fetches the hyperlink. If the form field is 
some type of selection device, such as a list, popdown, checkbox, or radio button, then the 
softkey will either select, deselect, or submit an item from the selection device, as appropriate. 
For example, if a scrolling list has an item preselected using the SELECTED attribute (with or 
30 without the expression evaluation feature of the present invention) then the softkey 130 is 
defined to deselect the item. 

This fiinctionality for page navigation is implemented in the HTMLpProcessKey 
ftmction. This fiinction is called by the shell 106 when no other entity of the current page 
elects to receive an input keystroke. The input to the ftmction is a key number indicating the 
35 key of keypad 128, and a Boolean indicating whether the key is pressed or released. Referring 
to Fig. 15 there is shown a flowchart of one embodiment of the HTMLpProcessKey fiinction. 

If there is a URL associated with the key, then the ProcessKey ftmction 606 invokes 
1502 the GetURL ftmction of the shell 106, passing the associated URL. The shell 106 will 
process this URL as illustrated in Fig. 5, to determine the appropriate protocol handler 112 and 
20 content handler 1 14 for handling the URL. 

The ftmction determines 1502 from the key number whether or not the key has been 
bound to some action using the <KEY> tag, or the KEY attribute of the <A> or <INPUT> 
tags. If so, and the key is not a softkey 130 (which is handled by the shell 106), then that 
action is passed 1504 to ShellActivate when the key is released. ^ 
25 Otherwise, only the Up and Down keys are handled specially (1506); all others are 

passed 1508 to ShellDefaultProcessKey to receive their default handling. 

The behavior of the Up and Dovm keys depends on whether there are selectable user 
interface gadgets on the page. A selectable gadget is either a form input field (from the 
INPUT, SELECT, TEXTAREA or OBJECT tags), or a hyperlink (if the LINKMENU tag is 
30 present). If there are no selectable gadgets on the page (1509), then the function makes 1514 
the next line in the given direction visible. 
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If there are selectable gadgets on the page (1509), the reaction to an UP or DOWN key 
is as follows. If the next user interface gadget in the chosen direction is visible (1510), the 
function makes 1516 that gadget the current gadget. If the next user interface gadget is not 
visible, then the content area 214 is scrolled 1512 so that the next line in the given direction is 
visible. If this makes the next gadget visible 1513, it is made 1516 the current gadget. If no 
user interface gadgets are visible, then no gadget is current. 

(i i ) Content-as-Menu 

Content that does not contain a form can roughly be grouped into two classes: 1) 
informational content that is meant to be read, and 2) menu content that allows the user to 
select something from a list, in order to get further infonnation or perform some action. 

The scrolling and link-selection behavior needed by the user is different for each of 
these types of content. In informational content, the scrolling should allow the next piece of 
the text to be read (as that is the focus of the content), with any links being selected from a 
menu (the links are of secondary importance). For menu content, however, the importance is 
Teverse± the text serves to explain the links, but it is the links themselves the user needs to 
secL As such, a link should always be selected and any scrolling that occurs should occur in the 
context of getting to the next link. Conventional HTML does not distinguish between these 
types of content, and provides no mechanism for altering the navigational features of the 
computer displaying the content to accommodate their differences. 

To distinguish between these two types of content, and provide the desired navigational 
controls, the present invention provides a new <LINKMENU> tag. The <LINKMENU> tag 
can be given in the header to indicate the content is a menu of choices. The syntax is as 
follows: 

<LINKMENU TARGET=/iame NOSCROLL> 

The TARGET attribute has a value that is matched against the NAME attribute for all 
links on the page. The link whose name value matches the TARGET value is the link that is 
initially selected when the page is displayed. If the TARGET value takes the form of a URL 
(the first part of the value is alpha characters followed by a colon), the URL is fetched and the 
returned contents are compared against the NAME attributes for all links on the page. 

If the NOSCROLL attribute is present, it requests that the display not scroll to make 
the selected link visible. 
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Specifying a <LINKME>aJ> has the following effects: First, links are not 
distinguished graphically (e.g. they are not underlined), as in conventional HTML. Second, 
the first link on the page is marked as selected (unless the TARGET attribute is given). 
Finally, the up and down keys set the current user interface gadget to the previous or next link 
5 that is visible, as described in the HTMLpProcessKey method. The next link is defined as the 
one below the current one and the shortest horizontal distance away; this allows colunms of 
links to be handled gracefully and in an expected manner. If the previous or next link is not 
visible, the screen scrolls a single line in the appropriate direction. If the desired link is then 
visible, it is selected, otherwise the current link remains active, unless it is now not visible. 
jQ If <LINKMENU> is not given in a page, the content is treated as follows. First, links 

are distinguished by underlining them. Second, If the last softkey is not bound to anything, all 
links in the page are gathered into a menu bound to that softkey. Finally, the up and down 
selectors scroll the page one text line at a time. 

This functionali ty of the <LINKMENU> tag is effected by the HTMLp content handler 
25 114c when the handler parses the page and sets up the key binding table and menus. 

Fig. 19 illustrates an example of the second type of behavior, where <LINKMENU> is 
not specified. In this example, all of the links to other content including files, such as 
iguana.gif, and lizards/blue-tongued-iguana.html, or database data, <a href=map?city=adelaide 
label=map>, are automatically placed in a menu named "Links" that is bound to the second 
20 softkey 130. This menu is displayed, as in the second image, when the softkey 130 is pressed. 

Fig. 20 illustrates the first type of behavior, where <LINKMENU> is specified. Note 
that the links in the page, e.g., <A HREF=flights/ua909.html>UA 909</A>, are not 
underlined, as in conventional HTML. Rather, the Up and Down arrows will move and select 
these links in order. 

25 f iii) Bindine a Link to a Key 

The present invention provides new attributes for the <A> tag. These attributes provide 
a compatible way to provide content for both a wireless communication device 100 and a 
desktop computer, as a standard HTML browser will ignore the attributes. These attributes are 
the KEY and LABEL attributes: 

30 <A KEY=key LABEL=string HREF=Mr/> 
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If specified, the KEY attribute asks that the indicated key should follow the URL 
specified by this for the HREF. The "back" key may not be bound in this way. This attribute 
thus provides a means for binding a specific key to a specific URL. 

If specified, the LABEL string will be used in one of two ways: 
5 If a KEY is also provided and is a softkey 130, the string will be the label for the 

softkey 130 displayed on the screen display 136. 

If a KEY is not provided, the string will be the label used in the menu of links that is 
automatically built by HTMLp content handler 114c when the LINKMENU tag is not given. 
In the absence of a LABEL attribute, the text of the link will be used (as much of it as will fit). 

20 (iv) Binding Keys to Input Elements 

Conventional HTML provides for SUBMIT and RESET attributes for the <INPUT> 
tag. However, these attributes a hardcoded to either a return key, or a mouse click on a user 
interface gadget. 

The present invention extends the use of the SUBMIT and RESET input elements by 
35 enabling them to also be bound to particular keys, using a KEY attribute for the <INPUT> tag 
that specifics the desired key to be boimd. 

In a preferred embodiment, by default, SUBMIT elements are bound to a second 
softkey 130, and RESET elements are bound to the third softkey 130. If a device has only two 
softkeys 130, RESET elements are inaccessible. Given the simplicity of forms on these 
20 devices, however, this is not usually a problem. 

A form with multiple SUBMIT elements will have all of them placed in a menu on the 
second softkey 130, unless an explicit key binding is given. Multiple SUBMIT or RESET 
elements bound to the same key will be combined into a menu on that key. 

(c) Specialized Content 

25 The present invention also includes additional extensions to HTML to support 

specialized types of content or provide a way to map existing World-Wide Web practices to 
the smaller screen display 136 of the wireless communication devices 100. 

(i) Dialing the phone 
Like other telephone type products, wireless commimication devices 100 can access 
30 DTMF-based network services, or other systems that use DTMF tones to control functionality, 
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such as voicemail systems, and the like. Accordingly, HTMLp includes a new tag that makes it 
very easy to generate DTMF tones when a page is fetched in order to easily interface with 
such systems. This is accomplished using the new <DIAL> tag: 

<DIAL NAME^string IC0N=«M/w6er NOSCREENCHANGE>(/2|/i@/;)+</DIAL> 

5 « is a number or special dial code (like p for pause). @t; specifies a duration, in tenths 

of seconds, if it is present. The choice between generating DTMF tones and making a new call 
is made based on whether a call is currently active (not on hold): if a call is active, the DTMF 
tones are generated. 

The NAME and ICON attributes specify the party being called, to be used in the page 
70 that is displayed while the call is being placed, and in the follow-up page that allows the dialed 
number to easily be placed in the phone book. While the ICON attribute is also used in a call- 
connecting page, its primary purpose is in a call follow-up page that allows the user to store 
the dialed number in the phone book: phone numbers are identified by their icon in the 
embedded phone book object and elsewhere, and the ICON attribute specifies the icon to use, 
35 if the user does not change it when actually entering the number. 

The NOSCREENCHANGE attribute indicates that the display should retum to this 
page after the call is successfiil, rather than changing to be a standard call management page, 
such as in Fig. 22. 

Any attempt by a non-privileged page to actually make a new call is confirmed with 
20 the user, to prevent malicious content firom issuing unwanted phone calls. 

This tag allows for a user interface page to provide a graphical instruction sheet for 
existing DTMF-based conmiand trees. The user activates functions on the screen which then 
bring up a new page that generates the appropriate DTMF tones to execute the action the user 
requested, and that displays the operations available to the user in the new state. Fig. 25 
25 illustrates an example of this type of use. The file entitled **Voice Box" is a user interface page 
for accessing a voice mail system. The <DIAL> tag in line 2 includes the telephone niunber 
for the voice mail system, and a user password "4416722". Lines 4-8 define the keys of the 
keypad 128 to activate various functions of the system. In the file entitled "Listen", the 
<DIAL> tag in line 2 first generates the DTMF tone corresponding to the number "5" which 
30 triggers the voice mail system to enter a playback mode. Lines 4-8 here assign respective 
number keys 134 to various actions, each of which is a URL to dial a specific number that 
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generates further functions of the voice mail system. Thus, using the <DIAL> tag allows the 
user to navigate a voice response system's command tree in graphical manner, v/h\\e providing 
the correct underlying DTMF signals. 

The <DIAL> is provided by the HTMLp content handler 114c to the shell 106, which 
5 in turn provides it to the telephone protocol handler 112g for processing, and generation of the 
DTMF tones corresponding the numbers provided in the URL. 

Advertisine Content 

Existing World-Wide Web content is largely supported by graphical advertising 
banners. The limited bandwidth and screen size of the screen display 136 on wireless 

70 communication devices 100 makes this sort of advertising problematic, however since 
conventional image-intensive advertising banners will not properly display on a wireless 
communication device 100. 

The present invention overcomes this limitation by providing an extension to the 
existing <MARQUEE> tag. This tag normally specifies text to be scrolled across the screen, 

25 but is limited to the <BODY> section of the page. Conventionally, if the <MARQUEE> tag is 
placed in the <HEAD> section, a conventional browser will ignore tag. 

In the present invention, HTMLp content handler 1 14c allows the <MARQUEE> tag to 
be placed in the <HEAD> section of a docimient. When so used, the accompanying 
advertising text in the <MARQUEE> tag alternates with the title of the page and any delayed 

20 help that has been specified with the <HELP> tag. This functionality is implemented by the 
HTMLp content handler 114c responding to a call from the shell 106, which is asked to notify 
the HTMLp content handler 114c every other time the shell 106 would otherwise display 
delayed help. When notified, the HTMLp content handler 114c instructs the shell 106 to scroll 
the advertising text across the title area 210. / 

25 In summary, the HTMLp content handler 114c and the HTMLp extensions provide 

numerous beneficial features and functions not present in conventional HTML. 

b> The Advertising Manager 
The advertising manager content handler 114a selects an advertisement to display at 
idle time, deletes old advertisements or those that have been responded to or run their requisite 
30 number of times. The advertisements are defined as HTML or HTMLp pages and stored in 
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memory 126 as part of the user interface definition files 104. Advertisements are typically 
downloaded to the wireless communication device 100 by the operator on a scheduled basis. 
After the user responds to them, or they have been displayed a certain number of times, or if a 
more-important advertisement arrives, downloaded advertisements are automatically deleted. 
5 The advertising manager content handler 114a implements the basic content handler 

functions as follows: 

(1) AdvertQpen 

An advertisement page is never rerun, as the advertising manager content handler 114a 
marks the page as temporary, and thus does not store it on the URL history stack 108. This 
70 means that any other page that comes up (e.g. incoming call, battery low, or like) will replace 
the advertising page in the URL history stack 108. 

When AdvertOpen is called, it looks at the set of advertisement pages it has available 
and chooses one to display. It opens the file and passes the stream to the HTMLp content 
handler 114c to display. 
35 (2^ AdvertClose 

This function checks the advertisement page it was displaying, and if it is marked for 
deletion (because it has been responded to or because it has been displayed the required 
mmiber of times), it deletes the advertisement page. 
(3) AdvertActivate 

20 The string is passed to the HTMLp content handler 1 14c to be processed in 

HTMLpActivate after the current advertisement is marked for deletion since the user has 

responded to it. 

(4> AdvertProcessKev 
Any key press that is not otherwise bound in the advertisement page causes the page to 
25 be closed and the key press to be reprocessed by the page that was active before the 
advertisement page appeared. 

c'> The Call Manager 
The call manager content handler 114b is used for two purposes: 

1. To display the active calls 

30 2. To display the connection progress for an outgoing call 
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There is only ever one page on the URL history stack 108 that currently uses the call 
manager content handler 114b, and that page is in one of these two modes. The call manager 
content handler 1 14b implements the basic content handler functions as follows: 
(n CallManagerQpen 

If the page is being rerun, this function makes the window it created before to display 
the page visible again and redisplays its contents. 

If this is the first time the page is being opened, CallManagerOpen examines the stream 
of data for the URL to see if there is a phone number to be dialed. In the stream will be a string 
of the form: 

num=5/r/n^&name-5m>2^&icon=w 

This tells the function the number to dial (with following DTMF tones, if any), the 
name to display for the number (if the number itself is not in the phone book), and the icon to 
display along with the name. 

If there is a number to dial, the call manager content handler 114b will enter dialing 
mode, using an interface provided by the telephone control module 120 and display a dialing 
page showing the progress in making the phone call. This page provides feedback as to which 
DTMF tones are being dialed, and will report errors should they arise. Figs. 21a-e illustrate an 
example dialing page, showing the status of the cormection as "connecting," "line is busy," 
and so forth. In Figs. 20c-e also show the entire phone number being dialed, with a moving 
indicator under the present digit which is being dialed. 

In the absence of a number to dial, the content handler 114b CallManagerOpen 
function displays the list of active calls, along with interface to manipulate them. A simpler 
interface is presented if there is only one call active. Figs. 21a-c illustrate these interfaces. 
Fig. 21a shows the interface for a single active call; Fig. 21b shows the interface for multiple 
active calls; Fig. 21c shows the same interface as Fig. 21b but with a softkey 130 menu that 
allows for selection of whether to conference or hold a call. 
(2) CallManagerClose 
If the page is being closed permanently, and is removed from the URL history stack 
108, this will free up the resources it allocated to display the active calls. If there are still calls 
active, this function calls ShellAddldleHook so after a certain amount of time with no user 
input, the list of active calls will again be displayed. 
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CallManaeerActivate 

This function looks for the following commands that are bound to the softkeys 130, 
depending on what actions are available for the selected call: 





Conference 


Joins the other (on-hold) call to the current call in a multi-party call. 


D 


Split 


Removes the selected call from the multi-party call it is in. 




Hold 


Places the selected call or multi-party call on hold. 




Pick Up 


Activates an on-hold call or multi-party call. 




Back 


Closes the call manager screen. 




Stop 


Stops the current DTMF sequence and displays the list of active calls 


10 




in place of the call-in-progress screen. 



(4^ CallManagerProcessKev 
This function handles the Up and Dovm keys in the multiple-call case, moving the user 
selection from one call to the next. The call that is selected is made the active call and the old 
35 active call is put on hold. 

Number keys 134 generate DTMF tones if the active call is selected (in spite of the 
response to the Up and Down keys, which would seem to indicate that it is not possible to have 
the currently selected call not be active, it is possible for the selected call to be on-hold if the 
user just asked to put it on hold and has not changed the selection), else a dialer screen is 
20 brought up, and the digit is entered as the first of a number to call. 

The End key terminates the current call. If the call is part of a multi-party call, it is 
removed from the conference before it is terminated. 

The Send key brings up the dialer screen, but does not affect the current call until the 
user hits Send to make the second call. 

25 d) The Main Content Handler 

The main content handler 114d serves largely as a front-end for the HTMLp content 
handler 114c to display the main page of the device. 
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(1) MainQpen 

Resets the input mode to numeric and the shift state to unshifted, so when the user 
starts pressing keys, they start dialing a number. 

It then opens a stream to the main page, and passes the stream to the HTMLp content 
5 handler 1 14c to display. A sample main page is illustrated in Fig. 22. 
(l^ MainClose 
Calls HTMLpClose with the same arguments. 

f^) MainActivate 
Calls HTMLpActivate with the same arguments. 
JO (4^ MainProcessKev 

If the key is End and there are calls active, this function will bring up the active call 
screen, so the user does not have to wait for it to appear to be able to hang up. 
Any other key press is passed to HTMLpProcessKey to be processed. 

7. The Protocol Handlers 
IS In accordance with the present invention, the functionality of the wireless 

communication device 100 is accessed through a number of protocols and protocol handlers 
112 that fetch or post data or execute a requested function in response to a URL identifying 
such data or function. 

In a preferred embodiment, there are three main protocols for interacting with the 
20 wireless communication device 100: phone, message, and config. A fourth protocol, the 
"extra" protocol, enables HTMLp template pages to be used for most of the user interface, as 
described with the <a"EMPLATE> tag and other features. 

For each protocol, the supported URLs are separated into those that return an object to 
be embedded in an HTML or HTMLp page, and those that display content or activate a 
25 function of the wireless communication device 100. 

a't The phone Protocol 
This is the primary protocol for accessing the features of the device and the various 
embedded objects that are written in C. rather than HTML. It is decoded by the telephone 
protocol handler 1 12g. These embedded objects include the phone book object, recent call list 
30 object, and the like, as described above. Each embedded object has parameters width and 
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height. These parameters are specified in the URL for the embedded object, and define the 
pixel width and height for a window to be provided by the embedded object to display its 
output. 

Each embedded object also has a set of methods which it executes according to the 

5 URL specification. 

rn Embedded Objects 
For each embedded object, there is described the parameters it accepts, as well as the 
methods that can be performed on it. These methods are strings that are bound to keys 128, 
hyperlinks, or softkey menu entries. 

30 phone:dialing?width=/iMmAer&height==«wmA^r&storekey==n^/<ir^/a£»e//cA7/aAe/ 

Returns a stream containing an embedded object for dialing the phone. The object can 
look up entries in a stored phone book data structure by number or by name, and displays 
matches below its input field, as described above, with respect to the phonename and 
phonenum attributes of the <INPUT> tag. 
15 Parameters 

storekey Specifies which softkey 130 should be used to allow the user to edit an 

entry, if she has selected an entry in the match list, or to store the number or 
name that she has entered. The storelabel and editlabel values specified for 
the storekey parameter specify the label to be given to the softkey when it is 
20 set to perform either of those two fiinctions. 

Methods 

edit Requests that the number selected in the match list be edited. 

store Requests that what the user has typed be stored in the phone book by 
entering the new-phone book-entry sequence with the appropriate field 
25 filled in fi-om what the user has typed. If the current text entry mode is 

numeric, the entered data are taken to be the phone number; if the current 
text entry mode is non-numeric, it is taken to be the name. 

Any action that contains an '@* character is also considered a method of this object. 
The @ escapes described for the phone:list object will also fimction here. 
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phonc:Iist?width=wi//«6er&height=/mwAer&editkey=#i,/aAe/&sei^ice 
status 

Returns a stream containing the phone book embedded object to display records from 
the phone book data structure. 
5 Parameters 

ediikey Specifies a softkey 130 whose label and action should be changed 
depending on what is selected (only phone numbers can be edited). 

service^ data Specify strings to display in die status message area 212 when a 

service (URL) or data (stored content) entry is selected, while showstatus 
10 detemiines whether any status message 212 is displayed (for phone number 

entries, the phone number is displayed). 

Methods 

new If the list is in search mode and an entry in the match list has been selected, 

a new-phone book-entry sequence, a sequence of user interface definition 

IS files 1 04 that collect the name, number, and so forth, and store the result in 

the phone book, is entered using the name of the selected entry as the name 
for the new entry. If no entry in the match list is selected, the new-phone 
book-entry sequence is entered with what the user has typed as initial data. 
The data are used for the phone number if the current text-entry mode is 

20 numeric, or for the name if the current text-entry mode is not numeric. 

edit A URL is generated to edit the current phone book entry, and the URL is 

fetched. 

delete The current phone book entry is deleted, after confirming the request with 
the user. 

25 Any URL that contains an @ character is also considered a method of this object, and 

is searched for the following escapes. If an escape is foimd, it is replaced by the relevant piece 
of data from the current selection. Once all escapes have been substituted for, the resulting 
URL is fetched. 
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Table 2: Escapes Values 



Escape 


Replaced By 


@i 


The record ID of the selected entry 


@o 


The offset of the selected phone number in the entry (0-7) 




The name in the selected entry 


@N 


The selected phone number (generates an error if the selected icon is not a phone 
number) 


(3)1 


The icon of the selected phone nmnber (generates an error if the selected icon is 
not a phone number) 


@s 


The speed dial number of the selected phone number (generates an error if the 
selected icon is not a phone number) 


@r 


The ring tone for all numbers in the selected entry 


@R 


The ring priority for all niunbers in the selected entry 


@c 


The category for the selected entry 


@g 


The group within the category for the selected entry 


@@ 


A single '@' character. 



phoneirecentc2d\?mter^number&edit\Ley^n,editlabeU^^^ 
ht=/i&noempty 

5 Returns a stream that contains an embedded object that can display the list of recently- 

received or -placed phone calls. Each item in the list of calls has a set of flags associated with 
it. The object can be told to display only items that have a certain flag set. The one flag 
currently defined is bit 0, which marks a call from a number where the user failed to answer 
the call. 

20 Parameters 

IT filter is present, it indicates only calls of a particular type should be displayed (the 
sole current filter value is 1, meaning incoming calls that went unanswered), editkey and 
callkey specify a softkey whose label and action should be changed based on the call that has 
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been selected. If noempty is present, it indicates that the screen containing the object should 
not be displayed if the list of calls, after filtering, is empty. 
Methods 

edit If the current selection is a number that is in the phone book, this brings up 

the phone book edit screen for the number. 

store If the current selection is not a number that is in the phone book, this brings 
up the new-phone book-entry sequence with the phone number set to the 
current selection. 

call Initiates a call to the number in the current selection. 

dismiss Closes the screen after clearing the "missed" flag (bit 0) for all items in the 
list. 



phone:ringtone?width=/iw/«Aer&height=«i//iiAer&ptrAddr=/ecx 

Returns a stream that contains an embedded object that can display the list of ring tones 
25 the device can produce for an incoming call. 
Parameters 

If ptrAddr is given, the object gives the user the option of using the system-default 
ring. AVhen the user has chosen a ring, its nimiber is then placed at the memory address given 
by hex. If ptrAddr is not given, the object sets the system-default ring. 
20 Methods 

test Plays the selected ring tone through once. 

ok Sets the ring tone to that selected and closes the screen. r 



phone:speeddial?width=/fwwAcr&height=«wm6er&ptrAddr=A£ycnwwfter&Name==5rrm^ 

25 Returns a stream containing an embedded object to display the list of speed dial 

locations. 

Parameters 
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ptrAddr specifies where the object should store the selected speed dial number when 
the user chooses an entry. The Name and icon arguments are identical to those in phone:store, 
specifying the name and icon of the number being assigned a speed dial number. 

Methods 

5 ok Sets the speed dial number to the current selection, if the current selection is 

not currently assigned to another number, then closes the screen. The Name 
and icon arguments are used in building a confirmation screen for the user. 

clear Clears the assignment of the selected speed dial entry. 
(2^ Content/Command URLs 

70 phoneiactive 

Returns a stream of type "CallManager" that causes the active-call screen to display, 
allowing the user to manipulate any calls that may be active. Does nothing if no calls are 
active. 

phoneianswer 

15 Causes any incoming phone call to be answered, returning a stream that causes the 

active-call screen to display. Does nothing if no incoming phone call. The referring URL is 
popped from the URL stack if there was an incoming phone call. 

phone:conf 

Causes any incoming phone call to be answered and joined with the current active 
20 phone call. Retums a stream that causes the active-call screen to display. Does nothing if no 
incoming phone call. The referring URL is popped from the URL history stack 108 if there 
was an incoming phone call. 

phone:dial?num=5/rf/f^&name=5/r//f^&icon=/iamA£r&hidden 

Causes a voice call to be created to the indicated number. If name and icon are 
25 provided, they are used in the page that displays the call progress, and in any follow-up page 
where the user is asked if she wishes to add the number to the phone book. If hidden is 
specified, the user will not see the call once it has connected (the active call screen will not be 
displayed). The URL retums a stream that causes the call-progress screen to be displayed. 
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If no arguments are given, the URL returns a stream that causes a dialer screen to be 
displayed, allowing the user to enter a phone number to call. 

If the page issuing the request lacks sufficient privilege, the user v/ill be asked if it is 
permissible to dial the phone number. For example, a received text message lacks sufficient 
5 privilege, as it might contain a call to a 900 or long-distance number that the user is not aware 

phone:display?id=iii/mAer 

Returns a stream that displays the Data field of the specified phone book record. 

phone:edit?name=5f/7«g&num=srrmg&offset=/iw#n6er&id=/fwin6er 

JO Returns a stream that causes a new/edit screen of the phone book to be displayed with 

the passed parameters. Offset and id are used only internally to edit an existing record (offset 
indicates which phone number to edit, while id is the identifier of the record to edit). Name 
andnum, however, can be used to create a new phone book record, giving the user a chance to 
select an appropriate icon and otherwise edit the entry before storing it in the phone book. 

35 phone: firstopen?password=s/n«^ 

Checks the given password string against that stored in the configuration settings. If it 
matches, the referring screen is popped and replaced by phone:main. If it does not match, the 
phone is turned off. This allows the power-on security screen to be an HTML page. 

phonexignore 

20 Causes any incoming phone call to be rejected. The referring URL is popped firom the 

URL history stack 108 if there was an incoming phone call. Does nothing if there is no 
incoming call. No stream is returned, so the URL that was active before the referring URL was 
fetched is redisplayed. 

pTione:indir?url=5/nn^&pop=acrfo« 

25 Fetches one or more URLs (which activates their side-effects, whatever they may be) 

before returning the stream fi-om the last one fetched. If the pop argument is given, it indicates 
that one or more URLs should be removed from the URL history stack 108 before the returned 
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data are displayed, action can be one of pop, abort, or clear, to remove one URL, all the URLs 
in the current interaction, or all URLs from the history stack 108. 

phone:look?cat=/fwwiZ^^r&sorti&form=ybriiffl/ 

Retrieves names from the phone book that are in the category whose number is given 
5 by the cat argument. If the sort argument is given, the results are sorted alphabetically. The 
form argument specifies in what format the data are to be provided. They are always in some 
form of HTML (the result of this URL is an HTML stream), but the tags used vary as follows: 

• link: each entry name is formatted as a link to the appropriate place: for an entry 
with a Service field, the HREF is the contents of the Service field, while for an 

JO entry with a Data field, the HREF will show that data. All other entries dial the first 

number in the entry. 

• form: the names are formatted as <OPTION> elements of a <SELECT> list (which 
must surround the <INC> tag that fetches this data). The value of each option is the 
URL, as described for link. 

25 • menu: each entry is provided as a <KEYMENU> tag in the same manner as for 

link. The key to use is specified by form=menu==x, where x is the key. 

• count: produces the number of records that are in the given category. 

The phone:look URL, when combined with the new <INO tag, allows an HTML page 
to display a subset of the phone book in some sort of branded, graphical context. More 

20 importantly, it provides a simple way for both a service operator and for the user to manage 
which services are available to the user. Groups of services are stored in the phone book with 
a particular category. The device then has a page that uses this URL to display those entries 
and allow the user to select one of the services. Adding and removing services are simply a 
matter of adding or removing an entry in the phone book; there is no need to modify the page 

25 that displays the list of services. 

phone: main 

Returns a stream that causes a predefined main screen to be displayed. 
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ph ne:release?id=/ii/w^er 

Releases the active call, or the specified call if the id argument is given. Returns no 

data. 

phone:shortcut?nuni=fi 

5 Activates a shortcut function, n ranges from 0-9. 

Shortcuts are defined by the manufacturer of the wireless communication device 100, 
and are typically activated by holding down one of the softkeys 130 and then pressing one of 
the numeric keys 134. They are generally available from all screens, with the exception of the 
power-on password screen. 

10 For example, shortcut 1 might lock or unlock the keypad, while shortcut 2 might mute 

the phone's ringer, and shortcut 3 might activate or disable password protection when the 
wireless communication device 100 is turned on. Certain shortcuts might also be restricted on 
certain screens other than the power-on password screen. 

phone:stOTe?Name=5frf/i^&Phone=s/?eerf=fco/i=5rr/w^& 
as umber8LGronp=number8L^n^numberSiD2Ltz=typeyi^Q^^ 
d&off$et=number&prio=n &pop=string 

Creates, augments or edits a record in the phone book. If id and offset are specified, the 
selected phone number in that record is edited. Otherwise, if a record with the same Name 
already exists, the record is augmented, while an unmatched Name causes a new record to be 
20 created. 

Parameters 

Phone The contents of this parameter vary depending on whether the "speed" 

and "icon" parameters are specified. r 

If they are not specified, this parameter contains a string of the form 
25 ^'speed=icon=number/speed^icon=number/. . In other words, a string 

that specifies one or more phone numbers, giving the speed dial location 
and icon to associate with each. 

If "speed" and "icon" are specified, this parameter contains only the 
single phone nimiber to store in the phone book. 
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Owner Specifies a password that allows the contents of the entry to be updated 

over the air. 

Service Specifies a URL to be stored in the entry. This URL appears like a 

phone number in the phone book, but when the Send key is pressed, the 
5 data for the URL are fetched. 

Category Allows an entry to be hidden from the normal phone book screen, but 
found by the phone:look URL for inclusion in an HTML page. 
Categories 0, 1, and 2 are displayed by the normal phone book. 

Ring Specifies a ring tone (0 to 127, with 0 meaning to use the system 

JO default) to use when a call arrives from any number in this phone book 

record. If the high bit (32768) is set, it indicates that calls coming from 
any number in this phone book record should ring through, even if the 
device is in quiet mode. The high bit can also be set using the prio 
argument. If this is 1, the high bit will be set. 

35 Data Allows arbitrary data to be stored in a phone book record. The data 

appear like a phone number in the phone book, but when the Send key is 
pressed, the data are displayed. The first part of the argument value is 
the type of data. Typically this will be either text or HTMLp. The 
second part is the data itself, as a string of hex digits, two per octet to be 

20 stored. 

Pop (Optional) Causes the URL that requested the phonerstore URL to be 

removed from the URL history stack 108 accordmg to the string value 
(pop =i> just the URL is removed, done => all URLs back beyond the 
most recent top URL are removed, and clear => all URLs back to the 
25 main screen are removed). 

This particular command provides significant flexibility to the user. First, the DATA 
argimient allows any data, not just telephone nimibers, to be stored in the phone book. In 
particular, URLs, images, audio data, and any other content may be stored, creating a general 
purpose database in the wireless communication device 100. For example, a user may be 
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viewing Web content, select a URL that is displayed, and immediately store it to the phone 
book for later recall. 

Second, the RING argument allows different ring tones to be specified for each phone 
book entry . This RING tone will be used when an incoming call is received from any number 

5 in that phone book entry. This allows the user to specify particular, distinct ring tones for 
various telephone numbers. For example, the user may specify particular ring tones for 
different family members, co-workers, a doctor's office or the like. 

Third, the RING argument also allows for priority ringing for any phone book entryand 
its ling tone, by setting the high bit of the ring tone value, or specifying a non-zero PRIO 

10 argument. A conventional wireless communication device typically includes a quiet mode 
that silences the telephone and normally prevents it from ringing for any incoming call. With 
flie present invention, this RING argument can specify that calls from the phone book entry are 
not so blocked, and allowed to ring. Thus, the user may set this priority ringing for family 
members and other important persons, so that even during quiet mode, telephone calls firom 

35 such persons are allowed to ring. 

The call manager content handler 114b implements this feature by comparing the 
telephone number of each incoming telephone call with its store telephone numbers, and using 
the specified ring tone (if any) to select and control the ringing of the phone. 



20 b> The message Protocol 

Text messages, similar to alpha-numeric pages, can be received and viewed using the 
present invention. Messages are stored in a file and identified by a unique identifier. This 
jjTOtocol is handled by the message protocol handler 1 1 2f. 
f n Embedded Objects 
25 messagc:list7width=««mA£r&height=««m6cr&type=07?c&num=s/n«^& 
ckiabel 

Returns a stream containing an embedded object that displays a list of the messages of 
the given type. 

Parameters 
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num 



lockkey 



10 



type 

Methods 
lock 



(Optional) Indicates that only messages from the given source are to be 
displayed. 

(Optional) Specifies which softkey 130 is to be updated based on whether 
the selected message is currently locked; pressing that softkey will toggle 
the locked state of the message. The locklabel and unlocklabel portions of 
the parameter specify the label to be given to the softkey 130 based on the 
fimction it is then performing. 

(Optional) Specifies what type of messages are to be displayed. Possible 
values are *TEXT", "FAX'' or "VOICE". 



15 



Locks the selected message against automatic deletion, 
unlock Unlocks the selected message, allowing it to be automatically deleted, 
new Begins composing a new outgoing message, 
open Displays the selected message and marks it as read. 

Any URL that contains an @ is also considered a method for this object. It is searched 
for the following escapes; if an escape is found, it is replaced by the relevant piece of data 
from the current selection. Once all escapes have been substituted for, the resulting URL is 
fetched. 

Table 3: Escapes for Messages 



Escape 


Replaced By 


@i 


The record ID of the selected message 


@b 


The body of the selected message (URL-encoded) 


@n 


The phone number to call if one wishes to reply to the 
message by voice. For a numeric page (a message with just a 
phone number in it), this will be the number in the page. For 
all other messages, this is the phone number of the message 
sender. 


@s 


The phone number of the message sender 


@@ 


A single character 
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(I'i Content/Command URLs 
messageic unt?type=fv/ie 

Returns a stream that contains the number of messages that are waiting, as text. The 
possible type values are VOICE, TEXT, or FAX, Usually this is used with the <INC> tag in 

5 iixq>lementing an inbox for all types of messages, providing a list of the types of messages the 
device supports, where the list enables the user to get to the individual screen for that type of 
message. The list can use this URL and the <INC> tag to display the number of messages 
available on this screen as part of the text that makes up the list. The URL can also be used in 
the TEST attribute of an IF tag to select a different <IMG> tag based on whether there are any 

10 messages of that type available. For example, a static image could be used when there are no 
messages, while an animated one is used when there are messages of that type available. 

inessage:operate?reply=&delete=&lock==&unlock=&adjust=&id=/iwmAer 

Perforais an operation on the message whose id is specified. The possible operations 
(only one of which may be specified in the URL) are: 
j5 « reply: causes the message-composition screen to be brought up, with the 

destination address set to the sender of the message whose id is specified. 

• delete: causes the message to be deleted. 

• delconfirm: causes the message to be deleted after the user has been asked to 
confirm the deletion. 

20 • lock: causes the message to be marked locked, which prevents it from 

automatically being deleted when the message store is full. 

• tinlock: causes the message to be marked unlocked, which allows it to be 
automatically deleted when the message store is fiill. 

If flie adjust argument is given, it causes the URL history stack 108 to be adjusted in 
25 the following manner 

« reply: no adjustment is made. 

• delete: the referring URL is popped from the URL stack 

• lock, unlock: a stream from the message:read URL is returned for the message, 
replacing the referring URL. 
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This URL requires sufficient privilege to operate. If the referring URL lacks the 
privilege, the operation is confirmed with the user. 

message: read? id=/iwmAer 

Returns a stream to display the message whose id is passed. The stream is for a 
5 template HTML file. The parameters that fill in that template are returned based on the 
contents of the message. 

message:send?addi^5m'/i5&body=sM"/i^4&newaddi^&newbody=&pop=&repl^^^ 

Requests that a text message be sent to the indicated address. If addr is missing, or 
newaddr is present, this returns a stream and parameters that allow the user to set the address 
10 for the message, while maintaining any body that was given. 

If body is missing, or newbody is present, this returns a stream and parameters that 
allow the user to add or edit a body for the message, while maintaining any addr and reply that 
were given. 

If both addr and body are given, and both newaddr and newbody are absent, the 
15 message is sent, li reply is given, the corresponding message is marked as having been replied 
to. 

If the message is sent, and pop is present, the referring URL is popped firom the URL 
history stack 108. 

This URL also operates with the POST operation (PutURL), where the addr is 
20 specified in the URL and the stream of data to put to the URL are taken to be the body of the 
message. 

This URL requires sufficient privilege to operate. If the referring URL lacks the 
privilege, the operation is confirmed with the user. 

c) The config Protocol 

25 The third protocol for interaction with device functions is the config protocol, which is 

used to set and get device configuration information. This protocol is handled by the config 
protocol handler 112b. 

The URLs that are formed with this protocol are the device settings themselves. When 
a URL is fetched, the current setting of the URL is converted to text and retumed as a stream. 
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When data are posted to a config protocol URL, the data are converted as necessary and the 
device setting is set. A config URL may address bits within a device setting, both for getting 
and setting. The URL then looks like this: 
config ^seaing.bitnum benbitsize 

5 If ibitsize is not present, 1 is assumed. 

Bitnumber runs from 0 to 31, with 31 being the most-significant bit. 
Most settings may be fetched by any module, though some (like the wireless 
communication device's PIN number) may only be obtained by pages with sufficient privilege 
(typically HTML files that are in the ROM memory 126). No device setting may be set 
30 without sufficient privilege (again, typically by HTML files that are in the ROM memory 
126). 

Multiple settings can be set by posting to "configrset". The stream then contains lines 
of the form ^""setting.bitnumber ibitsize/value*^ 
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Table 4: Conflguration URLs 





TYPE 


FUNCTION 


configrkeypadlock 


Boolean 


Engages or disengages keypad lock, when set. 


config:smspriority 


int 1 f\ 


T?;itf»^ hnw imnortant incoming messages are: 0 — !^ 
display all messages, 1 => display messages with the 
smskeyword, 2 =5^ put all messages in the inbox 


configismskeyword 


char[16] 


Specifies a word to look for in incoming messages to 
determine if they are important enough to display. 


config:ringtone 


intl6 


Specifies a ring sequence (1-127) to use by default. 


config:ringmode 


mtio 


opeciiies now lo nng mc piiviiic kj — v pciiuui^ 
ringing, 1 =0- periodic ringing + vibration, 2 => ring 
only once, 3 => do not ring at all. 


con£ig:setquietmode 


boolean 


wnen sei, oniy cans irom nigii'prnjiiiy iiuiiiucid win 
cause the phone to ring in its normal way. 


config: quietmode 


mtio 


Q-rtd/'i'fi^e VirtM/ tr\ Tino tVi*» r^Vioti^ fifM" non— hipn 'nnontv 

numbers when in quiet mode. 0 ^ vibrate, 1 => chirp, 
2 => don't do anything. 




boolean 


When set, causes the user to be asked for a password 
whenever the phone is powered on. 




charr41 


The password that must be entered. 


config:backlight 


boolean 


If true, then backlight is turned on when the phone is 
in-use. 


configikeyclicks 


boolean 


If true, then keystrokes generate a clicking sound 
appropriate to the key that was hit. 


config: autosearch 


boolean 


If true, the phone book is searched for matches as the 
user dials the phone. 
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conflg: followup 


boolean 


If true, aiid a call is made to or received from a 
number that is not in the phone book and that hasn't 
been called recently, the user is asked whether to put 
the number in the phone book. 


configzlasttime 


intl6 


The number of seconds the last call was connected. 


configrtotaltime 


int32 


The total number of seconds that spent connected. 



d) The **extra'' Protocol 
The "extra" protocol is used primarily with the new <INC>, <IF> and <TEMPLATE> 
tags to enable HTMLp templates to function as the bulk of the user interface of the present 
invention. This protocol is handled by the extra protocol handler 112c. 
5 Generally, extra parameters are passed to an HTMLp template either from: 

1) the C code of the MMI 102. 

2) as an arguments string to a file URL. This - takes the fomi 
^^T\\^J/filename?variablename=extra_data*\ The extra data is stored with its 
variable name and used to complete the HTML for whatever page is fetching 

10 filename. 

3) as data from a previous form that used the new METHOD=NEXT attribute to pass 
the form data to the next URL. 

In addition, when a URL that is in an HTMLp page is fetched and it has no arguments, 
any parameters that were passed to the page that contains the URL being fetched are also 
15 passed to the URL that is being fetched. 

The extra protocol handler 112c looks for an argument that matches the URL and 
converts the argument to a stream. For example, "<INC src=extra:body>" will include the 
"body'* argument into the HTMLp stream. As another example, assume there is an HTMLp 
page that is used to display a message in a standard format with standard graphical elements. 
20 The message to display is given as an argument for the URL that loads the HTML page. 
For example the URL 

"file://message-html?message=Please-hentei:M-a-fvalid+phone+number" 

when given to the extra protocol handler 112 will stores the text "Please enter a valid phone 
number" as a text string with variable name "message.'* This extra data will be displayed in 
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any other page by use of the "exirarmessage" URL, which will output the siring data. Fig. 22 
illustrates this use. In this example, the extra data is retrieved by use of the <INC> tag, and 
results in the text string being directly incorporated into the page. 

Generally, the extra protocol handler 112c is invoked as a result of the HTMLp content 
5 handler 114c parsing an "extra" URL in a HTMLp page. When so identified, the URL is 
passed to the extra protocol handler 112c for decoding and retrieval of the extra data, which is 
returned to the HTMLp content handler 114c to render into the page. 

e) The builtin Protocol 

10 The builtin protocol provides access to built-in icons and images for use in the SRC 

attribute of an IMG tag. These icons and images are stored in the ROM of the memory 126. 
The "builtin" text forms the protocol component of the URL, and the name of the desired icon 
makes up the data component of the URL. Fig. 23 illustrates a preferred set of icons, and the 
full URL for specifying them. 

IS Generally, the builtin protocol hander 112a is invoked as a result of the HTMLp 

content handler 114c parsing a "builtin" URL in a HTMLp page. When so identified, the URL 
is passed to the builtin protocol handler 112a for decoding and retrieval of the icon or image 
data from memory 126, which is returned to the HTMLp content handler 114c to render into 
the page. 

20 

C. Portable Components 

Referring again to Fig. 3, the portable components 116 are a set of user interface 
entities and other functional components that are used to implement the user interface and 
storage needs of the wireless communication device 100. The components write to the APIs 
25 provided by the portability layer 118, and they serve as the basic implementation elements of 
the MMI 102 while remaining portable for use with different wireless communication devices 
100. 

1 . Graphics 

The graphics system 224 divides the screen display 136 into sections called windows. 
30 Windows are arranged in a hierarchy, where child windows are wholly contained within their 
parent window. However, unlike other window systems, the window system of the present 
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invention distinguishes between two types of windows: "dull" and "sprite". Rather than 
having every user interface component and window have its own bitmap as in conventional 
systems, which requires more complex bitmap handling, the graphic system 224 takes 
advantage of the fact that user interface components generally do not overlap. Instead, the 
graphics system 224 defines some windows (e.g., dialog boxes, or other windows that do 
overlap v^ith other windows and need to obscure them) to have a bitmap (to be "sprite"), while 
the others (the "dull" windows) draw into the bitmap of their nearest ancestor that has one. 
This distinction reduces the amount of memory needed to store user interface components, and 
simplifies the process of updating the screen display 136. 

When a user interface element draws to a window, the drawing actually happens to a 
bitmap in memory 126, not directly to the screen display 136. At some point (in the top loop, 
actually, where the callback queue 110 is processed) all the changes to any and all of these 
bitmaps are transferred to the screen display 136. This operation ensures a correct and clean 
update of the screen display 136, and simplifies the underlying video driver, which need only 
transfer the bitmap fi-om memory 126 to the screen display 136. 

The graphic systems 224 provides the following basic graphic primitives: 

• Lines (thick or thin, arbitrary or special-cased single-pixel-thick vertical and 
horizontal; horizontal lines, vertical lines, and rectangles can also have a fill 
pattern to let them be dotted or dashed); 

• Rectangles (outline or filled); 

• Bitmaps (single-bit-per-pixel, drawn either as a stencil [a set bit gets drawn in a 
color, while a clear bit does nothing] or as an image [a set bit gets drawn in one 
color, while a clear bit gets drawn in another]); and 

• Text. 

The coordinate system of the screen display 136 is such that coordinates fall between 
pixels on the screen display 136. The result is that if rectangle is drawn fi-om (a, b) to (c, d) and 
another firom (c, b) to (e, d), they will not overlap. 

Text is drawn and manipulated using a data structure called a TextState. Text has 
various configurable attributes: 

• Point size (preset small, medium, and large); 

• Style (plain, bold, italic, tmderline, fixed-width and strike-through); and 
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• Color. 

TextState also stores the drawing position, which is updated to be just after the string 
that was drawn, so that multiple strings may be drawn one after another without having to 
compute their width. 

5 2. User Interface Gadgets 

Most of the user interface of a wireless communication device 100 may be provided in 
the form of softkeys 130 and softkey menus. The content area 214 will generally display text, 
icons, and HTML forms, and the like. To support these features, a number of user interface 
gadgets 226 are provided: 

JO . Checkbox: used to implement both checkboxes and radio buttons (radio buttons 

rely on an extemal callback to know the other radio buttons that need to be 
deselected when the user selects one) Instantiated in response to <INPUT 
TYPE=checkbox> and <INPUT TYPE=radio> in HTML. 

• Icon: displays a built-in icon. 

j5 • LabelLine: a horizontal line with an optional text label in a standard location in a 

standard font. Instantiated by the <HR> tag in HTML. 

• List: the basis for all the various lists of items in the user interface. Specific list 
subclasses draw the individual items (placed by the List) and determine when the 
List's selection should be adjusted by a keystroke or other means. 

20 • Popup: implements a popup list of strings from which the user can select one or 

multiple items. Each item has a string value bound to it. Instantiated by the 
<SELECT> tag in HTML when the SIZE parameter is I . 

• ScrollBanner: implements a single-line text banner that can scroll from right to left 
or from left to right at a specified speed. Instantiated by the <MARQUEE> tag in 

25 HTML. 

• StringList: implements the list part of the Popup, but can also stand alone as a 
scrolling list. Softkey menus are implemented by a StringList. Instantiated by the 
<SELECT> tag in HTML when the SIZE parameter is not 1 . 

• TextEdit: a single-line or multi-line text editing area. Instantiated by the <INPUT 
30 TYPE=text> and <INPUT TYPE=password> tags in HTML. 
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These entities are created as needed by the various modules to display various graphic 
elements. 

These various types of user interface elements are created by the HTMLp content 
handler 114c when a page is parsed and in response to corresponding HTML tags. For 

5 example, an INPUTTYPE=TEXT tag in a page will result in a TextEdit object at the 

^ropriate location on the screen display 136. When the user selects the object with the Up 
or Down key, it is given the input focus to receive keystrokes input by the user, as such 
keystrokes are passed by the shell 106 to the TextEdit object. 

Associated with the user interface gadgets are a couple other modules for entering and 

10 displaying text. The TextEntry module 228 accepts keystrokes and maps them to commands 
for text input. The commands include displaying provisional (subject to further modification 
based on subsequent keystrokes) characters and words, and replacement provisional characters 
and words, making the last provisional character or word final, and moving the cursor or 
inserting symbol characters. 

1 5 Any entity requiring text input registers with the TextEntry module 228 and then 

passes nearly all keystrokes to it, rather than interpreting the keystrokes itself Front-end 
processing for various pictographic languages is handled in this module, as well. 

Another module is the TextWrap module 230, which handles arbitrary regions and 
20 wraps text and objects inside those regions. This module is primarily used in displaying 
HTML content, but can also be used for list entries that are allowed to wrap over multiple 
lines. 

3. Data Store / 
Another element of the implementation is the data store 232. The data store 232 is a 
25 simple "flat-file" database with the following characteristics: 

• Up to 255 fields per record. Fields have both a name and a ntunber, but only the 
number is used for actually accessing the data. 

• All records are defined to logically have all fields. As a storage optimization, if no 
data have been given for a particular field for a particular record, the field for that 

30 record takes up no space. 
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• Each record has a unique identifier (16-bits at the moment) that is used to gain 
access to the record. 

• Database records are not manipulated directly. Instead, functions to get and set the 
fields of a record are used. 

5 •A database can have up to eight indices maintained for it. Each index has a 

selection routine and a comparison routine. The selection routine determines which 
records are part of the index, while the comparison routine is used to sort the 
records in the index. When the index is defined, it specifies which database fields 
are used by the selection and comparison routines. When a record is altered, only if 

10 one of those fields is changed will the record be repositioned in, added to, or 

removed firom the index. 

• To access a record, one of two functions is called to get a DataStoreRecord token. 
When an entity is done examining or manipulating the record, it calls 
DataStoreRecordDone. 

15 4. File Systems 

The wireless communication device 100 has a file interface that conununicates with 

two underlying file systems: 

• A read-only filesystem that is a data structure compiled into the code. 

• A flash filesystem that is spread among Hash memory chips of the wireless 
20 communication device 1 00. 

File access is via a (minimal) familiar set of functions: 

• FileOpen 

• FileCreate ^ 

• FileRead 
25 • FileWrite 

• FileSeek 

• FileTruncate 

• FileClose 

• FileDelete 
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Each file system is defined by a structure containing routines to call for all the basic 
operations. The reference for an open file contains file system-specific data and a pointer to the 
table of routines for the file system on which the file sits. When a file is opened, the upper 
layer examines the name of the file to be affected and chooses the appropriate table of routines, 
5 then uses the Open routine in that table to open the file. Thereafter, access to the file is through 
the file reference. 

D. Portability Layer 

Referring again to Fig. 3, there is shown the various modules of the portability layer 
118- The portability layer 118 is designed to make it relatively simple to implement the MMI 
10 102 with an arbitrary telephone control module 120 and real time operating system 122. It 
provides the following modules: 

1. Call Control 

The call control module 140 allows the upper layers to create and manipulate calls, 
generate DTMF tones, and receive notification of state changes. 
15 The interface is asynchronous, in the sense that operations are performed on calls, but 

the success or failure of each operation is reported some time after the operation was 
requested- 



Table 5: Call Control Functions 


Function 


Purpose 


CallCreate 


Attempts to begin a telephone call, given the number to 
dial. The call can be voice, or data, or fax. 


CallCreateHidden 


Like CallCreate, but signals that the call should not 
be visible to the user. 


CallRelease 


Attempts to hang up a call. If the call is part of a call 
group (conference), the entire group is hung up. 


CallHold 


Attempts to put a call (or call group) on hold. 


CallResume 


Attempts to take a call (or call group) off hold. If 
another call or call group is currently active, it is 
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Function 



Purpose 



placed on hold first. 



CallCombine 



Attempts to join an on-hold call with the currently 
active call or call group to form a new or larger call 
group. 



CallSeparate 



Attempts to extract a call from a call group, making 
it a separate call again. 



CallGetlnfo 



Retrieves various pieces of information about an 
active call, such as what actions may be performed 
on it, its current state, to what number it's connected, 
the time when it connected, the time when it was put 
on hold, and whether it should be hidden from the 
user. 



CallPickup 



Calls tartSequence 



CallEndSequence 



CallStartDTMF 



Attempts to answer an incoming call. 



Marks the start of a series of call manipulation steps 
that depend on each other. If one of the steps fails, 
the rest of the steps in the sequence are not 
attempted. 



Marks the end of a senes of call manipulation steps. 



Begins generating a DTMF tone corresponding to a 
particular key. 



CallEndDTMF 



Stops generating the DTMF tone that was previously 
started. 



CallEnumerate 



Calls a function for each active call in the system. 



CallDataAvailable 



For a data call, remms the number of bytes available 
for reading. 



CallDataRead 



For a data call, reads available data. 
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Function Purpose 



CallDataWrite 


For a data call, writes data to the network. 


CallSetNotify 


Specifies the routine to be called at the end of each 
call operation and when various asynchronous events 
occur, such as the arrival of an incoming call. 



2. Message Control 

The message control module 142 allows the upper layers to transmit and receive short 
text messages. This layer may or may not support segmentation and reassembly of larger 
messages. 



Table 6: Message Control Functions 


Function 


Purpose 


SMSCreate 


Given the various parameters of a text message 
(destination number, body data, body format, and 
options), returns an SMS token for the message that 
can then be sent. 


SMSCreateFromURL 


Takes a string of URL-encoded arguments and uses 
them to create an SMS token for the message. 


SMSSend 


Takes an SMS token and sends the associated 
message. Notification function is called when the 
message has succeeded or failed in its attempt at 
sending. 


SMSDestroy 


Frees the memory used by an SMS token. 


3. Platform 

The platform module 144 provides for platform-specific functions. 

Table 7: Platform Functions 


Function 


Purpose 


PlatMutexInitialize 


Initializes a variable that can guarantee exclusive 
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Function Purpose 





access when passed to PlatMutexGrab. While the 
MMI 102 is single-threaded, there are pieces of the 
portability layer 118 that may run on a different 
thread. Those parts of the upper layers that might be 
called from a different thread (where interrupt- 
handling code is also viewed as a separate thread) 
use this mechanism to guarantee exclusive access to 
data structures. 


PlatMutexGrab 


Gains exclusive access to whatever is governed by 
the mutual exclusion variable initialized by 
PlatMutexInitialize. 


PlatMutexRelease 


Releases exclusive access to whatever is governed 
by the mutual exclusion variable initialized by 
PlatMutexInitialize. 


PlatMutexDestroy 


Frees up any resources allocated by 
PlatMutexInitialize. 


PlatWaitForSomething 


Pauses until PlatHaveSomething is called. This 
provides a hook for the portability layer 1 1 8 to shut 
down or yield control of the processor, so the upper 
layers do not waste processor time unnecessarily. 


PlatHaveSomething 


Releases the upper layer if it is waiting in 
PlatWaitForSomething. 


PlalRingPlay 


Plays a ring tune or other sound through the system's 
on«»oirtf»i- QrMinric or/» Hi^finpH Hv an indcx a volume 
level, and whether vibration should also happen. 
127 sounds are defined as system sounds (keyclicks 
and error soimds, for example), while 127 sounds are 
defined as tunes for the phone ringer. Returns 
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Function Purpose 





immediately, allowing the sound to play in the 
background. 


PlatRingStop 


Interrupts an active sound that was started with 
PlatRingPlay. 


PlalRineGeiNumberOflRinss 


Returns the number of phone ring tunes that are 
supported/defined. 


PlatRingGetN ame 


Returns the name of one of the phone ring tunes, for 
displaying to the user to allow her to select a default 
ring, or a ring for a particular person. 


PlatGetPowerStatus 


Retrieves the current state of the battery and AC 
adapter. 



4. Timer 

The timer module 146 provides basic timing services that allow the upper layers to 
receive a function call after a specified amount of time has passed. 

Table 8: Timer Functions 



Function Purpose 



Timer Alloc 


Allocates a timer that can be used repeatedly. Sets 
the routine to be called when the timer expires. The 
routine is called synchronously via the callback 
queue; it does not interrupt other operations. r 


TimerStart 


Specifies the next timeout interval for the timer, in 
milliseconds. After approximately that amount of 
time, the routine specified in TimerAUoc is called. 


TimerSlop 


Stops a timer from firing. If the timer has already 
fired, and a call to the timer routine is in the callback 
queue, the call is removed from the queue, so there is 
no need to handle getting a call after having stopped 
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the timer. 


1 imcrrrcc 


Frees up an allocated timer. If the timer was rumiing, 
it is also stopped. 


TimerGetSeconds 


Retums a 32-bit counter of seconds. The counter 
does not need to be relative to anything in particular, 
so long as it increases steadily once each second. 



5. Display 

The display module 148 manages the screen display 136. 



Table 9: Display Functions 


Function 


Purpose 


DisplayDriverBhtln 


Copies part of a bitmap to a point on the display. 


DisplaySetBackhght 


Turns the display's backlight on or off. 


DisplayDriverSetContrast 


Sets the display's contrast to the specified value. 


DisplayDriverGetContrast 


Retrieves the current contrast for the display. 



6. Flash Driver 

The flash driver module 150 allows the upper layer file system module 234 to read and 
write the flash memory chips on the wireless communication device 100. 

Table 10: Flash Drive Functions 



Function Purpose 



FlashDriverlnitialize 


InitiaUzes access to the flash memory. 


FlashDriverGetlnfo 


Returns information about the flash driver and the 
device it is driving. It includes: 

• The number of erase imits in the device 

• How big each erase unit is 
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Function Purpose 





• If the device reads and writes in pages, rather than 
on arbitrary byte boundaries, the driver can 
specify the page size. 

• If either the device or the driver supports error- 
correction for written pages, the driver can 
indicate this to the flash file system. 


FlashDriverErase 


Erases an erase unit of the device. It may happen 
synchronously or asynchronously, but in either case 
a callback function is called when the erase is 
complete, indicating if the erase was successful. 


FlashDriverWrite 


Writes a number of blocks of bytes to an erase unit 
in tVif* Hpvirp Tf the device reads and writes in paces, 
the size of the blocks will always be a page size, 
though the driver may have to provide harmless 
bytes for one or more of the blocks that make up the 
page. 


FlashDriverRead 


Reads a number of bytes from an erase unit in the 
device. 



7. Config Protocol Handler 

This protocol handler 112b allows C code and HTML to get and set configuration 
settings of the wireless communication device 100. These settings are the ones implemented 
by the upper layers, and the module communicates other settings to lower-level code as 
5 needed. Because of its need to access configuration settings, the config protocol handler 112b 
is preferably located in the portabiUty layer 118. 

A config URL may address bits within a device setting, both for getting and setting. A 

config URL has the following syntax: 

conVig',settingMtnumber\bitsize 
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10 



If -.bitsize is not present. I is assumed. Bilnumber runs from Oto 1 5. with 15 being the 
most-significant bit. 

Most settings may be fetched by any module or page that needs them, though some 
configuration setting, such as the telephone's PIN number, may only be obtained by URLs 
with sufficient privilege (typically HTML files that are in the device's ROM). No device 
setting may be set without sufficient privilege (again, typically by HTML files that are in the 
device ROM). 

The following are a set of preferred configuration URLs for invoking respective 
functions of the config protocol handler 112b: 

Table 11: Config Protocol Handler Functions 



Function 


Purpose 


ConfigGetlntValue 


Retrieves an integral configuration setting. 


ConfigSetlntValue 


Sets an integral configuration setting. 


ConfigGetStringValue 


Retrieves a string configuration setting. 


ConfigSetStringValue 


Sets a string configuration setting. 


ConfigParseSetting 


Parses a string reference to a configuration setting, 
yielding the data type of the setting, and, for integral 
settings, which bits of the value to affect or fetch. 


ConfigCheckPassword 


Examines the arguments from a URL for a password 
and compares it against the password stored in the 
configuration settings. ^ 


ConfigConfirmPassword 


Handles obtaining a password from the user and 
resubmitting a URL with a password attached (to be 
examined by ConfigCheckPassword) 



In summary, the present invention provides a system, various methods, and a software 
product that substantially enhances the flexibility and functionality of wireless communication 
devices. The present invention, including the use of protocol handlers and content handlers. 
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provides a system and software architecture in which all features and functionality of the 
wireless communication device may be accessed and manipulated through a markup language 
based user interface. The extended features of HTMLp and the HTMLp content handler 
specifically allow Web and other content to be easily displayed on the small screen display of 

5 a wireless communication device, and enhance the menuing, navigational features, and the 
form handling features of HTML. By providing access to telephone or other functionality of 
the wireless communication device through a markup language-based user interface, the 
present invention allows service operators to easily and quickly generate new user interfaces 
and custom feature sets for different wireless communication devices, without requiring the 

10 expertise, software development environment, or software management problems of 

conventional MMIs. Further, the present invention allows service operators and manufacturers 
to quickly and efficiently brand wireless communication devices as desired, again without 
requiring creation of different MMI software for each service operator. 
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APPENDIX A 
The Shell Functions 

The shell 106 offers many functions for the other parts of the present invention to use 
to process keys, manage the URL history stack 108, and handle other data. They are described 
5 briefly as follows: 



Key Processing Functions 


Function 


Purpose 


ShellProcessKey 


Accepts keystroke from the portability layer and passes 
it to the first entity in the keypad target list. 


ShellGrablnput 


Registers an entity as interested in receiving keystrokes. 
The keypad target list is processed in LIFO order. An 
entity is defined as a table of two routines plus a void * 
those routines can use for any purpose. The two routines 
are: 

ProcessKey, which actually receives the keystrokes. 

GrabChange, which is notified when the entity is or is 
not at the head of the keypad target list. 


ShellReleaseinput 


Unregisters an entity firom the keypad target list. 


ShellPreviousInput 


Passes the keystroke to the entity that registered before 
the one calling this fimction. When called firom a content 
handler's ContentProcessKey fiinction, the shell wiir 
process the keystroke according to the system-wide 
defaults. 



URL Stack Management 
Function Purpose 



ShellGetURLWithDataAnd Fetches the data associated with the URL and hands 
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URL Stack Management 
Function Purpose 



Flags 


control of the content area to the handler for the type 
of content that is returned by the protocol handler, 
placing the URL at the top of the URL stack. 

In addition to the ContentStream returned by the 
protocol handler, the content handler receives the 
ShellExtraData passed to this routine. 

The caller also passes a set of flags that contain the 
priority of the URL (how important it is to display the 
data; if the URL stack contains a URL that is of higher 
priority, the fetching and display of the data associated 
with the passed URL is delayed until the user has 
removed the higher-priority URL from the stack) and 
the* nrivileae level at which tO fetch the passed URL. 


ShellGetUKL 


Fetches the data associated with the URL and displays 
it, passing no extra data and using the priority and 
privilege of the URL at the top of the URL stack. 


ShellGetURLFlags 


Gets the flags (priority and privilege) for the URL at 
the top of the URL stack. 


ShellDisplayContent 


This is the moral equivalent of a dialog box in the 
present invention. It allows you to bring up a content- 
nandler directly witnout navmg to nave a proiocoi 
handler and URL involved. The content handler 
receives the same flags and privilege as is enjoyed by 
the URL that is bringing it up. 


ShellGetURLStream 


Fetches the data associated with the URL without 
changing what's displayed in the content area. 
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URL Stack Management 




Function 


Purpose 


ShellRerun 


Refetches the data for the top URL on the URL stack 
and causes it to be displayed again. 


ShellGoBack 


Pops one or more URL's from the URL stack. The 
caller passes a parameter inai says wncuier lo simpiy 
remove the top-most URL, all URL's involved in the 
current interaction (see section Error! Reference 
source not found.) or all URL's but the very first. 


ShellGoBackString 


Like ShellGoBack, but accepts a dynamically- 
allocated string. 


ShellPopURL 


Pops a specific URL off the URL stack. 


ShellMarkTop 


Marks the current URL as the start of a complex 
interaction, all components of which can be popped 
from the stack at once by passing the appropriate 
argument to ShellGoBack. 


ShellMarkTemp 


Tums on or off the "temporary" attribute of the top- 
most URL. When a URL is marked temporary, any _ 
attempt to fetch another URL will cause the temporary 
URL to be popped from the stack before the new URL 
is displayed. 


ShellPutURL 


Stores data for the passed URL. Does not affect the 
URL stack. 


ShellSetState 


Records a block of state to be associated with the top- 
mrkct TTPT on thf^ TTRT ctark" The content handler for 
the URL is responsible for freeing and altering the 
contents of the block; the shell merely tracks the 
address. 
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URL Stack Management 




Function 


Purpose 




TVip intpnt i« to allnw the user to r6tum to the same 
visual place when she pops back to this URL. The 
shell does not attempt to cache URL data returned by 
protocol handlers. 


ShellGetState 


Retrieves the block of state for the top-most URL, as 
was set by calling ShellSetState, 


ShellGetExtraData 


Returns the pointer to the extra data that were passed 
with the top-most URL. 




URL Generation & Decomposition 


Function 


Purpose 


ShellParseURLArgs 


Begin parsing the arguments that were encoded in a 
URL. Arguments are of the form '''name=value\ with 
multiple arguments separated by characters. 
Arguments usually follow the first *?Mn a URL. 


ShellGetNextURLArg 


Fetches the next argument from the argument list, 
using the token returned by ShellParseURLArgs. 


ShellDoneWithURLArgs 


Finish parsing arguments from a URL. 


ShellFindURLArgs 


Shorthand function that will search a URL argument 
string for specific arguments and return their values. 
Some arguments may be marked as mandatory, 
causing no values to be returned if not all the 
mandatory arguments are present. 


ShellBeginURLArgs 


Begin constructing a URL argument list. An initial set 
of name/value pairs may be given in this call. 
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URL Generation & Decomposition 


Function 


Purpose 


ShellAppendURLArg 


Adds another name/value pair to the argument hst 
that's being built. 


ShellFinishURLArgs 


Returns the now-complete argument string with all 
name/value pairs suitably formatted and encoded. 


ShellPrependURLToArgs 


Specifies the URL for which these are the arguments. 
ShellFinishURLArgs will return the URL with the 
arguments attached. 


ShellEncodeURLArg 


Encodes a string for inclusion in a URL argument list. 
This is used by ShellAppendURLArg and 
ShellBeginURLArgs, but is also made available for 
general use. 




Content Stream Management 


Function 


Purpose 


ShellCreateContentStream 


Allocates a Contents tream structure for a su-eam of the 
passed type. 


ShellCloseContentStream 


Closes a content stream and frees the ContentStream 
structure. 




SoFTKEY Management 


Function 


Purpose 


ShellDefineKeyGo 


Requests that a softkey be given a particular label, and 
when the key is pressed, the current content handler's 
ContentActivate function be given the passed string. 
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SoFTKEY Management 


Function 


Purpose 


ShellDefmeKeyBack 


Requests that a softkey be given a particular label, and 
when the key is pressed, ShellGoBack be called with 
the passed argument. 


ShellDefineKeyMenu 


Requests that a softkey be given a particular label, and 
when the key is pressed, it bring up a menu with the 

^ntn^c ^A/Vi^n /^n^ tVif* f^ntrif^c cplf^r'tRH ttii* 
poOdCU CIlLilCd* W IlCll UllC %JL lllw willliwo id owlC^LCU, UIw 

current content handler's ContentActivate function is 
called with the string specified for the selected entry. 


ShellDefineKeyNothing 


Requests that a softkey have any previous binding 
removed. 




Miscellaneous Screen Elements 


Function 


Purpose 


ShellDisplayStatus 


If the status message area is visible, the shell will 
display the passed message in that area. 


ShellDisplayTitle 


If the title area is visible, the shell will display the 
passed title in that area. 


ShellSetScrollable 


Lets the user know whether the content can be scrolled 
in either direction (up or down). ' 


SheUSetNewMail 


Show or remove the new-mail icon from the screen. 


ShellEnlargeContent 


Requests that the content area be enlarged to take over 
the indicated pieces of the screen. The takeover lasts 
until the next URL is displayed and is not 
automatically reestablished when the URL making the 
request is redisplayed. 
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Text Entry Modes 


Function 


Purpose 


ShellSetTextEntryMode 


Changes the global text-entry mode and updates the 
mode indicator on the display. The shell itself does not 
act differently based on the mode, but it is the 
custodian of the current mode setting that other parts 
of the present invention consult. 


ShellSetTextShiftState 


Sets the shift state that is used by other parts of the 
invention. The shift state may also modify the mode 
indicator the shell displays. 


ShellGetTextEntryMode 


Fetches the current text entry mode. 


ShellGetTextShiftState 


Fetches the current shift state. 


ShellSetModeSequence 


Specifies the sequence of modes through which the 
shell should cycle when implementing the default 
processing for the "mode" key. Anywhere from one to 
all three modes may be specified. 


ShellEnforceModeSequenc 
e 


Ensure that the global mode is set to either any of the - 
modes in the current sequence, or to the first mode in 
the current sequence, depending on the passed 
parameter. 




Idle-Time Processing 


Function 


Purpose 


ShellAddldleHook 


Requests that a function be called after a specified 
number of seconds have passed without any user input. 


ShellRemoveldleHook 


Removes a function that was previously registered 
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Idle-Time Processing 


Function 


PURPOSE 




with ShellAddldleHook. 


ShellDisableldle 


multiple times, but each call must be matched by a 
corresponding call to ShellEnableldle. 


ShellEnableldle 


Re-enables idle-time processing if there are no more 
outstanding calls to ShellDisableldle. 




Miscellaneous Functions 


Function 


Purpose 


ShellPowerOff 


Pops all URL's off the URL stack and asks the 
portability layer to power off the device. 


ShellStandardDialog 


Brings up a full-screen dialog in a standard format. 
The caller can specify the message, the style of dialog 
desired, what to do with the softkeys, and a time 
without user input after which to take a default action. 
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We Claim: 

1. A wireless communication device comprising: 
a screen display; 
a memory; 

a processor coupled to the screen display and the memory; 

a plurality of user interface pages stored in the memory and encoded in a markup 
language, selected ones of the user interface pages providing access to 
telecommunication functions of the wireless communication device; and 
a markup language browser, executed by the processor, and communicatively 
coupled to the memory and the screen display, that: 
accesses either the stored user interface pages from the memory or remotely 
stored pages encoded in the markup language via a teleconununications 
network; 

decodes accessed pages to display user interface elements on the screen display; 
and 

effects a telecommimication function in response to a user input to a displayed 
user interface element, 

2. An apparatus, comprising: 

a shell for receiving a URL having a protocol component and a data component, the 
data specifying a command to be executed or content to be fetched, the shell 
providing the data component to a protocol handler according to the 
protocol component, and the fetched content to a content handler for 
processmg; 

a plurality of protocol handlers, each protocol handler coupled to the shell to 
receive a URL and either fetch content specified by the data component and 
provide the fetched content to the shell, or execute the command specified 
by the data component; and 

a plurality of content handlers, each content handler coupled to the shell to receive 
fetched content and process the fetched content to output the content to a 
screen display. 
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3. The apparatus of claim 2, wherein: 

the plurality of protocol handlers include: 

a telephone protocol handler that receives a URL from the shell and decodes the 

URL to activate a telephony function of the communications device; 
a file protocol handler that receives a URL from the shell and decodes the URL 

to access data stored in a memory of the wireless conmiunications 

device; 

a remote file protocol handler that receives a URL from the shell and fetches 
content addressed by the data component of the URL that is stored 
remotely from the wireless communication device; and 
the plurality of content handlers include: 

a markup language content handler that receives markup language content 
corresponding to a URL and displays the content on the screen display. 

4. The apparatus of claim 3, wherein the plurality of protocol handlers include: 

a message protocol handler that receives a URL from the shell and executes a 
command specified by the data to activate an alphanumeric message display 
or transmission function of the conmiunication device; and 

a configuration protocol handler that receives a URL from the shell and establishes 
a configuration setting of the communications device according to the data 
component of the URL. 

5. The apparatus of claim 2, further comprising: 

a wireless commimication device including: ^ 
the screen display; 

a memory coupled to the screen display, and storing the shell, the protocol 

handlers, and the content handlers; and 
a processor coupled to the memory to execute the shell, the protocol handlers 

and content handlers. 
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6. A computer-implemented method of operating a wireless communications device 
having a pluraHty of keys, comprising: 

receiving a first markup language page containing a tag defining an association 
between one of the keys and an action; 
5 receiving a user selection of the key; and 

effecting the action associated with the user selected key. 

7. The method of claim 6, wherein the action is a URL having a data component, 
further comprising: 

responsive to the data component of the URL specifying a second page to be 
20 fetched, fetching the second page, and displaying the second page; and 

responsive to the data component of the URL specifying a telephony command of 
the wireless conmiunication device, executing the telephony command. 

8. A browser program product for controlling the operation of a wireless 
communication device by execution of the browser by a processor of the wireless 

35 commimication device, the browser executing the operations of: 

decoding a markup language page including a key tag specifying one of the 

plurality of keys and an action; 
storing an association between the specified key and the action; and 
responsive to receiving a user input of the specified key, effecting the action 

20 associated with the specified key. 
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9. The browser of claim 8, wherein the key tag specifies a URL, and responsive to user 
input of the specified key, the browser fetches content associated with the URL and displays 
the content. 

10. The browser of claim 9» wherein the key tag specifies a label associated with the 
specified key, and the browser responsive to decoding the page, displays the label on a screen 
display. 

1 1. A computer implemented method of data processing a page of data encoded in a 
markup language, the page including a reference to an embedded object, the method 
comprising: 

receiving a user selection of a displayed user interface element in the page, the 
element associated with a URL encoded within the page, the URL having a 
protocol component and a data component; 

invoking the embedded object, and providing the URL to the embedded object for 
processing; and 

responsive to the embedded object not processing the URL, fetching content 
specified by the data component, or executing a command specified by the 
data component. 

12. A computer implemented method for automatically displaying help data to a user, 
comprising: 

displaying a window having a title in a title bar area; 

incrementing a counter of an amount of time elapsed since a: last user input; and 
responsive to the counter equaling or exceeding a threshold amount of time, 
replacing the title by scrolling first help data in the title bar area. 

13. The method of claim 12, further comprising: 

responsive to a completion of scrolling the first help data: 
redisplaying the title in the title bar; 
resetting the counter, 

incrementing the counter of an amount of time elapsed since the last user input; and 
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responsive to the counter equaling or exceeding the threshold amount, replacing the 
title bar by scrolling second help data in the title bar. 

14. The method of claim 12, further comprising the initial steps of: 

receiving markup language page including a title tag defining the title and a help 
5 tag defining the first help data; 

storing the first help data; and 

displaying the markup language page in the window including displaying the title 
in the title bar. 

15. A browser program product for controlling the operation of a wireless 
communication device by execution of the browser by a processor of the wireless 
communication device, the browser executing the operations of: 

decoding a markup language page including title tag defining a title of the page and 

a help tag specifying help data; 
storing the help data; 
displaying the page in a window; 
displaying the title in a title bar area of the window; 

responsive to an elapsed amount of time since a last user input exceeding a 
threshold, replacing the title in the title bar area by scrolling the stored help 
data in the title bar; and 
responsive to completion of the scrolling of the stored help data, redisplaying the 
title in the title bar area. 

16. A computer-implemented method of operating a wireless conununications device 
having at least one softkey, comprising: 

receiving a first user interface definition page defined in a markup language; 
25 parsing the first user interface definition page, and storing an association between 

one of the softkeys and menu of menu items, each menu item associated 
with either a URL or an action; 
responsive to receiving a user selection of the softkey, displaying the menu of 
menu items; 
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responsive to user selection of a displayed menu item associated with an action, 
effecting the action; and 

responsive to user selection of a menu item associated with a URL, either fetching 
data specified by the URL or effecting a communication function of the 
wireless communication device specified by the URL. 

17. A browser program product for controlling the operation of a wireless 
communication device by execution of the browser by a processor of the wireless 
communication device, the browser executing the operations of: 

retrieving a first user interface definition page defined in a markup language; 
parsing the first user interface definition page, and storing an association between 

one of the softkeys and menu of menu items, each menu item associated 

with either a URL or an action; 
responsive to receiving a user selection of the softkey, displaying the menu of 

menu items; 

responsive to user selection of a displayed menu item associated with an action, 
effecting the action; and 

responsive to user selection of a menu item associated with a LFRL, either fetching 
data specified by the URL or effecting a communication function of the 
wireless communication device specified by the URL. 

1 8. A computer implemented method for displaying a page of data, comprising: 
receiving a first markup language page containing a tag specifying a URL 

referencing a second markup language page; 
fetching the second markup language page according to the URL; 
replacing the tag with the second markup language page to form a combined 

markup language page; and 
displaying the combined markup language page. 
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19, A browser program product for controlling the operation of a wireless 
communication device by execution of the browser by a processor of the wireless 
communication device, the browser executing the operations of: 

receiving a first markup language page containing a template tag, the template tag 
5 specifying a URL referencing a second markup language page; 

fetching the second markup language page according to the URL; 

replacing the template tag with the second markup language page to form a 

combined markup language page; and 
displaying the combined markup language page. 

JO 20. A browser program product for controlling the operation of a wireless 

communication device by execution of the browser by a processor of the wireless 
communication device, the browser executing the operations of: 

receiving a first markup language page containing an escape sequence specifying a 
URL referencing a second markup language page; 
35 fetching the second markup language page according to the URL; 

replacing the escape sequence with the second markup language page to form a 

combined markup language page; and 
displaying the combined markup language page. 

21 . A computer implemented method of displaying a page of configuration settings for 
20 a wireless communication device having a plurality of configurable features, the method 
comprising: 

receiving a markup language page including an input type tag defining an input 
field for receiving a user input of a configuration setting, and a selection 
attribute equal to the value of an expression including a URL for a 
25 configurable feature, the selection attribute indicating whether the input 

field is preselected; 
fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
expression; and 
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displaying the page including the input field of the configuration setting according 
to the selection attribute as pre-selected or unselected according to the value 
of the expression. 

22. The method of claim 2 1 , wherein: 
5 the expression has the form (selection attribute=[!]URL); and 

evaluating the expression using the fetched data to determine a value of the 
expression comprises: 
converting the data associated with the URL to an integer value; and 
evaluating the expression to obtain either a zero or non-zero value. 

10 23. The method of claim 2 1 , wherein: 

the expression has the form (selection attribute = ilJKL[\]=strirjg)), where string is 

an arbitrary alphanumeric string; and 
evaluating the expression using the fetched data to determine a value of the 

expression comprises: 

35 evaluating the expression by determining if the data associated with the URL is 

the same as the string to obtain either a zero or non-zero value. 

24. A browser program product for displaying a page of configuration settings for a 
wireless conmiimication device having a plurality of configurable features, the browser 
controlling the operation of a wireless communication device by execution of the browser by a 
20 processor of the wireless communication device, the browser executing the operations of: 

receiving a markup language page including an input type tag defining an input 
field for receiving a user input of a configuration setting, and a selection 
attribute equal to the value of an expression including a URL for a 
configurable feature, the selection attribute indicating whether the input 
25 field is preselected; 

fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
expression; and 
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displaying the page including the input field of the configuration setting according 
to the selection attribute as pre-selected or unselected according to the value 
of the expression. 

25. A computer implemented method for displaying a page of data, comprising: 
5 receiving a markup language page including a conditional tag having an expression 

including a URL and first markup language data to be conditionally 
displayed according to the value of the expression; 
fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
20 expression; 

responsive to the value of the expression being tme, displaying the markup 

language page with the first markup language data; and 
responsive to the value of the expression being false, displaying the markup 
language page without the first markup language data. 

15 26. The method of claim 25, wherein: 

the conditional tag includes second markup language data; and 
responsive to the value of the expression being false, displaying the markup 
language page without the first markup language comprises displaying the 
markup language page with the second markup language data. 

20 27. A browser program product for controlling the operation of a wireless 

communication device by execution of the browser by a processor of the wireless 
'conmiunication device and displaying a page of markup language data, the browser executing 
the operations of: 

receiving a markup language page including a conditional tag having an expression 
25 including a URL and first markup language data to be displayed according 

to the value of the expression; 
fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
expression; 
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responsive to the value of the expression being true, displaying the markup 
language page with the first markup language data; and 

responsive to the value of the expression being false, displaying the markup 
language page without the first markup language data. 

5 28, A computer implemented method for navigating a markup language page 

contsdning a plurality of hyperlinks, the method comprising: 

receiving a markup language page including a plurality of hyperlinks; 

selecting a hyperlink of the markup language page as a current hyperlink; 

scrolling the markup language file in a direction on the screen display in response 
10 to a user input to display only a portion of the markup language file; 

determining whether a next hyperlink in the direction of scrolling is visible; 

responsive to the next hyperlink in the direction of scrolling being visible, making 
next hyperlink the current hyperlink; and 

responsive to the next hyperlink in the direction of scrolling not being visible, 
25 scrolling a portion of the markup language file. 

29. The method of claim 28, wherein: 

the markup language page has an attribute specifying a target name of a hyperlink 

included in the page; and 
selecting a hyperlink of the markup language page as a current hyperlink fiirther 
20 comprises: 

comparing the target name specified in the attribute with names specified in 

each of the hyperlinks; and 
selecting as the current hyperlink the hyperlink having a name matching the 
target name. 



25 30. A browser program product for controlling the operation of a wireless 

communication device by execution of the browser by a processor of the wireless 
communication device and displaying a page of markup language data, the browser executing 
the operations of: 

receiving a markup language page including a plurality of hyperlinks; 
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selecting a hyperlink of the markup language page as a current hyperlink; 
scrolling the markup language page in a direction on the screen display in response 

to a user input to display only a portion of the markup language page; 
determining whether a next hyperlink in the direction of scrolling is visible; 
responsive to the next hyperlink in the direction of scrolling being visible, making 

next hyperlink the current hyperlink; and 
responsive to the next hyperlink in the direction of scrolling not being visible, 

scrolling a portion of the markup language page. 

31. A computer implemented method for automatically displaying advertising data to 
a user, comprising: 

receiving a markup language page containing a <MARQUEE> tag including 
displayable text in a header portion of the page, and a title; 

displaying the markup language page in a window having the title in a title bar 
area; 

incrementing a coimter of an elapsed amount of time; and 

responsive to the coimter equaling or exceeding a threshold amount of time, 
replacing the title by scrolling the displayable text included in the 
<MARQUEE> tag in the title bar area. 

32, A browser program product for controlling the operation of a wireless 
communication device by execution of the browser by a processor of the wireless 
communication device and displaying a page of markup language data, the browser executing 

the operations of: / 

receiving a markup language page containing a <MARQUEE> tag including 

displayable text in a header portion of the page, and a title; 
displaying the markup language page in a window having the title in a title bar 
area; 

incrementing a coimter of an elapsed amount of time; and 

responsive to the counter equaling or exceeding a threshold amount of time, 
replacing the title by scrolling the displayable text included in the 
<MARQUEE> tag in the title bar area. 
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33, A computer-implemented method of operating a wireless communications device 
having a screen display, a plurality of keys, including at least one softkey, and a plurality of 
configurable features that can be established by configuration settings, the method comprising: 

a) receiving a first markup language page including at least one tag selected firom a 

group of tags consisting of: 
a first tag defining an association between a key and an action; 
a second tag defining help data; 

a third tag defining an association between a softkey and a menu of menu items, 

each menu item associated with either a URL or an action; 
a fourth tag specifying a URL referencing a second markup language page; 
a fifth tag accompany an escape sequence specifying a URL referencing a third 

markup language page; 
a sixth tag defining an input field for receiving a user input of a configuration 

setting, and a selection attribute equal to the value of an expression 

including a URL for a configurable feature, the selection attribute 

indicating whether the input field is preselected; 
a seventh tag having an expression including a URL and first markup language 

data to be conditionally displayed according to the value of the 

expression; 

an eighth tag having attribute specifying a target name of at least one hyperlink 

included in the first markup language page; and 
a ninth, <MARQUEE> tag including displayable text in a header portion of the 

first markup language page; 

b) responsive to a tag in the first markup language being the first tag: r 

receiving a user selection of the key; and 

effecting the action associated with the user selected key; 

c) responsive to a tag in the first markup language page being the second tag: 

storing the help data; 

displaying the first markup language page in a window; 

displaying a title of the first markup language page in a title bar area of the 
window; 
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responsive to an elapsed amount of time since a last user input exceeding a 
threshold, replacing the title in the title bar area by scrolling the stored 
help data in the title bar; and 

responsive to completion of the scrolling of the stored help data, redisplaying 
the title in the title bar area; 

d) responsive to a tag in the first markup language page being the third tag: 

storing the association between the softkey and the menu of menu items; 
responsive to receiving a user selection of the softkey, displaying the menu of 
menu items; 

responsive to user selection of a displayed menu item associated with an action, 
effecting the action; and 

responsive to user selection of a menu item associated with a URL, either 
fetching data specified by the URL or effecting a communication 
function of the wireless communication device specified by the URL; 

e) responsive to a tag in the first markup language page being the fourth tag: 

fetching the second markup language page according to the URL; 

replacing the fourth tag with the second markup language page to form a 

combined markup language page; and 
displaying the combined markup language page; 

f) responsive to a tag in the first markup language page being the fifth tag: 

fetching the third markup language page according to the URL; 

replacing the escape sequence with the third markup language page to form a 

combined markup language page; and 
displaying the combined markup language page; 

g) responsive to a tag in the first maiicup language page being the sixth tag: 

fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
expression; and 

displaying the first markup language page including the input field of the 
configuration setting according to the selection attribute as pre-selected 
or xmselected according to the value of the expression; 
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h) responsive to a tag in the first markup language page being the seventh tag: 

fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
expression; 

responsive to the value of the expression being true, displaying the first markup 
language page with the first markup language data; and 

responsive to the value of the expression being false, displaying the first 
markup language page without the first markup language data; 

i) responsive to a tag in the first markup language page being the eighth tag: 

selecting one of the hyperlinks of the first markup language page as a current 
hyperlink; 

scrolling the first markup language page in a direction on the screen display in 
response to a user input to display only a portion of the first markup 
language page; 

determining whether a next hyperlink in the direction of scrolling is visible; 
responsive to the next hyperlink in the direction of scrolling being visible, 

making next hyperlink the current hyperlink; and 
responsive to the next hyperlink in the direction of scrolling not being visible, 

scrolling a portion of the first markup language page; and 
j) responsive to a tag in the first markup language page being the ninth tag: 

displaying the first markup language page in a window having a title of the first 

markup language page in a title bar area; 
incrementing a counter of an elapsed amount of time; and 
responsive to the counter equaling or exceeding a threshold amoimt of time, 

replacing the title by scrolling the displayable text included in the 

<MARQUEE> tag in the title bar area. 
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34. A browser program product for controlling the operation of a wireless 
communication device by execution of the browser by a processor of the wireless 
communication device having a screen display, a plurality of keys, including at least one 
soflkey, and a plurality of configurable features that can be established by configuration 
5 settings, the browser executing the operations of: 

a) receiving a first markup language page including at least one tag selected fi-om a 
group of tags consisting of: 
a first tag defining an association between a key and an action; 
a second tag defining help data; 
IQ a third tag defining an association between a softkey and a menu of menu items, 

each menu item associated with either a URL or an action; 
a fourth tag specifying a URL referencing a second markup language page; 
a fifth tag accompany an escape sequence specifying a URL referencing a third 
markup language page; 

25 a sixth tag defining an input field for receiving a user input of a configuration 

setting, and a selection attribute equal to the value of an expression 
including a URL for a configurable feature, the selection attribute 
indicating whether the input field is preselected; 
a seventh tag having an expression including a URL and first markup language 

2D data to be conditionally displayed according to the value of the 

expression; 

an eighth tag having attribute specifying a target name of at least one hyperUnk 

included in the first markup language page; and 
a ninth, <MARQUEE> tag including displayable text in a header portion of the 
25 first markup language page; 

b) responsive to a tag in the first markup language page being the first tag: 

receiving a user selection of the key; and 

effecting the action associated with the user selected key; 

c) responsive to a tag in the first markup language page being the second tag: 
30 storing the help data; 

displaying the first markup language page in a window; 
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displaying a title of the first markup language page in a title bar area of the 
window; 

responsive to an elapsed amount of time since a last user input exceeding a 
threshold, replacing the title in the title bar area by scrolling the stored 
help data in the title bar; and 

responsive to completion of the scrolling of the stored help data, redisplaying 
the title in the title bar area; 

d) responsive to a tag in the first markup language page being the third tag: 

storing the association between the softkey and the menu of menu items; 
responsive to receiving a user selection of the softkey, displaying the menu of 
menu items; 

responsive to user selection of a displayed menu item associated with an action, 
effecting the action; and 

responsive to user selection of a menu item associated with a URL, either 
fetching data specified by the URL or effecting a communication 
function of the wireless commxmication device specified by the URL; 

e) responsive to a tag in the first markup language page being the fourth tag: 

fetching the second markup language page according to the URL; 

replacing the fourth tag with the second maricup language page to form a 

combined markup language page; and 
displaying the combined markup language page; 

f) responsive to a tag in the first markup language page being the fifth tag: 

fetching the third markup language page according to the URL; 

replacing the escape sequence with the third markup language page to form a 

combined markup language page; and 
displaying the combined markup language page; 

g) responsive to a tag in the first markup language page being the sixth tag: 

fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
expression; and 



112 



wo 99/52032 



PCTAJS99/07637 



displaying the first markup language page including the input field of the 
configuration setting according to the selection attribute as pre-selected 
or unselected according to the value of the expression; 

h) responsive to a tag in the first markup language page being the seventh tag: 

fetching data associated with the URL; 

evaluating the expression using the fetched data to determine a value of the 
expression; 

responsive to the value of the expression being true, displaying the first markup 
language page with the first markup language data; and 

responsive to the value of the expression being false, displaying the first 
markup language page without the first markup language data; 

i) responsive to a tag in the first markup language page being the eighth tag: 

selecting one of the hyperlinks of the first markup language page as a current 
hyperlink; 

scrolling the first markup language page in a direction on the screen display in 
response to a user input to display only a portion of the first markup 
language page; 

determining whether a next hyperlink in the direction of scrolling is visible; 
responsive to the next hyperlink in the direction of scrolling being visible, 

making next hyperlink the current hyperlink; and 
responsive to the next hyperlink in the direction of scrolling not being visible, 

scrolling a portion of the first markup language page; and 
j) responsive to a tag in the first markup language page being the ninth tag: 

displaying the first markup language page in a window having a title of the first 

markup language page in a title bar area; 
incrementing a counter of an elapsed amount of time; and 
responsive to the counter equaling or exceeding a threshold amount of time, 

replacing the title by scrolling the displayable text included in the 

<MARQUEE> tag in the title bar area. 
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35. A computer implemented method of navigating a page of data including at least 
one selectable hyperlink, in a computer system including a screen display but not including an 
independent cursor controlled by a peripheral pointing device; the method comprising: 

scrolling the page in a direction on the screen display in response to a user input to 

display only a portion of the page; and 
automatically and iteratively assigning a next visible hyperlink in the direction of 
the scrolling and in the displayed portion of the page to a user selectable 
key. 

36. A computer implemented method of navigating a page of data including a 
plurality of fomi fields, each form field having a type, in a computer system including a screen 
display and a keypad having a plurality of keys, but not including an independent cursor 
controlled by a peripheral pointing device; the method comprising: 

scrolling the page in a direction on the screen display in response to a user input to 

display only a portion of the data file; 
determining whether a next form field in the direction of scrolling is visible; 
responsive to the next form field in the direction of scrolling being visible, making 

next form field a current form field for receiving a user input; and 
assigning an action for manipulating the current form field to a key of the key pad 

according to the type of the cunrent form field. 

37. A method of configuring a wireless communication device having a display screen 
and a plurality of user selectable keys, the method comprising: 

receiving a data file including content and markup language tags defirung an 

arrangement of the content on the display screen, a portion of the content 

associated with a URL; 
responsive to the markup language tags displaying the portion of the content 

associated with the URL on the display screen in a visually distinguished 

manner, 

responsive to the markup language tags, assigning the URL associated with the 

visually distinguished content to one of the user selecteable keys; 
receiving a user selection of the assigned user selected key; and 
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accessing a data file or function associated with the URL assigned to the user 
selected key. 

38. A computer implemented method of processing data in a form in a stateless 
system having a server and a client device receiving input data, the method comprising: 
5 receiving on the client device a first markup language page including a first part of 

a form having at least one input field for receiving user input of data; 
receiving a first user input of first data into the first part of the form on the client 
device; 

receiving a second markup language page on the client device including a second 
jQ part of the fomi while storing locally on the client the received first data; 

receiving a second user input of second data into the second part of the form on the 
client device; 

combining the stored first data and the second data into a URL; and 
submitting the URL to the server for processing. 

25 39. A computer implemented method of data processing a page of data encoded in a 

maikup language, the method comprising: 

receiving a user selection of a displayed user interface element in the page, the 
element associated with a command encoded within the page, the command 
having a protocol component and a data component; and 
20 invoking the embedded object, and providing the command to the embedded object 

for processing, the embedded object processing the command using an 
internally defined fimction. 

40. A wireless conmiunication device, comprising: 
a screen display; 
25 a plurality of keys; 

a plurality of configurable features; 

a processor coupled to the screen display and the keys; 

a shell executed by the processor for receiving a URL having a protocol component 
and a data component, the data specifying a conmiand to be executed or 



115 



BNSDOCID: <WO 9952032A1_I.> 



W0 99/52C32 



PCTAJS99/07637 



content to be fetched, the shell providing the data component to a protocol 
handler according to the protocol component, and the fetched content to a 
content handler for processing; 
a plurality of protocol handlers, each protocol handler executed by the processor 
and coupled to receive a URL from the shell and either fetch content 
specified by the data component and provide the fetched content to the 
shell, or execute the command specified by the data component; and 
a markup language content handler executed by the processor and coupled to the 
shell that receives markup language content corresponding to a URL and 
displays the content on the screen display, the markup language handler 
decoding markup language tags from a group comprising: 
a key tag defining an action for one of the plurality of keys; 
a help tag defining help text data to be periodically displayed on the screen 
display; 

a keymenu tag defining a menu item for a menu associated with a key; 

a tag specifying a second markup language page different from a first markup 

language page for including the data of the second markup language 

page in the first markup language page; 
an iiq>ut type tag defining an input field for receiving a user input of a 

configuration setting, and a selection attribute equal to the value of an 

expression including a URL for a configurable feature, the selection 

attribute indicating whether the input field is preselected; and 
a conditional tag having an expression including a URL and first markup 

language data to be conditionally displayed according to the value of the 

expression. 

41, A wireless communication device comprising: 
a screen display; 
a memory; 

a processor coupled to the screen display and the memory; 
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a plurality of user interface pages stored in the memory and encoded in a markup 
language, selected ones of the user interface pages providing access to 
telecommunication functions of the wireless communication device; and 
brovi^ser means executed by the processor, and communicatively coupled to the 
memory and the screen display, and including: 
means for accessing either the stored user interface pages from the memory or 
remotely stored pages encoded in the markup language via a 
telecommunications network; 
means for decoding accessed pages to display user interface elements on the 
screen display; and 

means for effecting a telecommunication function in response to a user input to 
a displayed user interface element. 

42. An apparatus, comprising: 

first means for receiving a URL having a protocol component and a data 
component, the data specifying a command to be executed or content to be 
fetched, the shell providing the data component to a protocol handler 
according to the protocol component, and the fetched content to a content 
handler for processing; 

a plurality of protocol handler means, each protocol handler means coupled to the 
first receiving means to receive a URL and either fetch content specified by 
the data component and provide the fetched content to the shell, or execute 
the conraiand specified by the data component; and 

a plurality of content handler means, each content handler means coupled to the 
first means to receive fetched content and process the fetched content to 
output the content to a screen display. 
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No 



FIG. 5 



/ 



526 



Reopen Previous 
URL and Return Error 




524 
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608 



c 



RETURN 




PASS STRING TO 
EMBEDDED OBJECT 



CASE STRiNG 



610 



612 



616 



►i Srf?/W©="DONE- 



620 



SrR//VG=-GO" 



626 



SrRtNG="CLEARr 



1 



.630 



STRiNC^ 
'*RESET:FORMiD' 



634 



STRING^ 
^SUBMlT:FORMlD, 
LABEL 



.604 



614 



CALL SHELL TO POP TOP 
URL OF HISTORY STACK 



618 



CALL SHELL TO DISPLAY 
MOST RECENT PAGE 
BEFORE <TOP> TAG 



GET URL ASSOCIATED 
WITH HYPERLINK. PASS TO 
SHELLACTIVATE 



628 



CALL SHELL TO CLEAR URL| 
HISTORY STACK. DISPLAY 
MAIN PAGE 



632 



RESET FORM=FORMID TO 
ORIGINAL STATE 



636 



SUBMIT FORM^FORMID TO 
SHELL 




C 



RETURN 



FIG. 6A 
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638 

^ 

ST/?/A/G="SELECT" 



642 



STRING^ 
"NONE" 



644 



STRINC^ 
ANY OTHER VALUE 
(I.E. A URL) 
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640 

/ 

ACTIVATE SELECTED USER 
INTERFACE GADGET 



646 



/ 



-N 



PASS STRING (URL) TO 
SHELL TO FETCH 



RETURN 



FIG. 6B 
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HTMLp 



Result 



<HTML> 
<HEAD> 

<KEY KEy«2 LABEL=**PhoneBook** ACTION« •* file : //phonbook . html" > 
<KEY KEy«l LABEL="Menu'* ACTION'=MENU> 

<KEYMENU KEY=1 LABEL»"Messages" ACTION=f ile ; //msgs . html> 

<KEYMENU KEY=^1 LABEL="Rec€nt Calls'* ACTION«£ile : //recent . htnil> 

<KEYMENU KEY=1 LABEL«"Phone Settings" ACTIONo"f ile : //phonsett .htna-> 

<KEY KEY"up action«"file: //recent. html"> 

<KEY KEY«ctown action«"f ile ; //phonbook.html-> 

</HEAD> 

<BODY> 

<img src=f ile: //space. gif><br> 
<img src«f ile : //space .gi£><br> 
<CENTER> 

<IMG SRC«"file: //la-air .gif"><br> 

c e 1 1 u 1 a r<br> 

services 

</CENTER> 

</BODY> 

</HTML> 





123 


A i r t e 1 






► O Messages 




©Recent Calls 




©Phone Settings 




Select IPhoneftook 



FIG. 7 
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HTMLp 



<HTML> 
<HEAD> 
<TOP> 

<TITLE>Phone Book</TITLE> 

<KEY KEY=1 Labei«New Action«"new"> 

<KEy KEY«ciear action=delete> 

<HEI*P>Press any nxiinber key to search for an 

entry </HELP> 

<HELP>Press Send to call someone</HELP> 

</HEAD> 

<BODy> 

<OBJECT CODE-" phone :list?editkey-2fc shows tatus"> 

</BODY> 

</HTML> 



Result 



tut 



(262)3335214 

Daily Horoscope 



Mew I Mit 



*f««t8a.«ii fast 

Prest any number Key t< 

(262)3335214 

Daily Horoscope Q 



Ne»» I tdit 



^•M0O.Mi fast 

to search for an entry 

(262)3335214 

Doily Horoscope Q 



»Geeff c Smithet < 



Wtw I Idit 



(262)3335214 

Daily Horoscope 



►Ce«fse Smitticfs ^jj^jj 



Hem I gdit 



y«MsO*«t8 fast 

Press Send to 

(262)3335214 

Daily Horoscope Q 



►Ceerjc Smithew fitl#" 



Hew I idIt 



FIG. 8 
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HTMLp 


Result 


<HTML> 
<HEAD> 

<KEY KEY=2 LABEL»Ignore ACTION=phone : ignorO 
<IF TEST=extra:conf> 

<KEY KEY=1 LABEL«Conference ACTION=phone :conf erence> 
<ELSE> 

<KEY KEY«1 LABEL=*'Pick Up" ACTION«phone : answer > 
</IF> 

<KEY KEY«send ACTION«phone : answer > 
<IF TEST^conf ig:anykey> 

<KEY KEY«=default ACTION=phone : answer> 

<KEY KEY=back ACTION«phone : answer> 
</IF> 

<KEY KEY=end ACTION^phone : ignore > 

<KEY KEY=up ACTION-phone: up volumes 

<KEY KEY=down ACT ION=phone : down volume > 

</HEAD> 

<BODY > 

<TEMPLATE> 

<CENTER> 

% (extra: name Kbr> 

<img SRC=excra :bigicon><br> 

<img src«file: ringpal% (extra:pal) .gif> 

</CENTER> 

</TEMPLATE> 

</BODY> 

</HTML> 




n'.ofloQ.iio 123 

Adam M. 

m 

Piekllp 1 Isnore 





FIG. 9 
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HTMLp 


Result 


<HTML> 
<HEAD> 
<TOP> 

<TI7LE>Phone Book</TITLE> 

<KEY KEY-1 LABEL= "Modify" ACTION«MENU> 

<KEy!-lEKU KEY«1 LABEL** "Add Another #** ACTION="phone : edit?Name»dn"> 
<KEYMENU KEY«1 LABEL="Assign Speed Dial" 

ACTION»'*file://pbspeed.htiia?id=@i&o£f set=eo&Name«en&icon=@I-> 
<KEYMENU KEY-l LABEL«"Set Ring Tone" 
ACTION«*'file://pbring,html?id«ei&Name=en"> 
<KEYMENU KEY«1 LABEL«"Change Number" 

ACTION«"file://pbnum.html?id-ei&of fset»0o&Nanie«en&Phone«»eN"> 
<KEY KEY«2 Label«New Action«"new"> 
<KEY KEY«clear accion«delete> 

<HEL?>Press any number key to search for an entry</HELP> 

<HEL?>Press Send to call someone</HELP> 

</HEAD> 

<BODY> 

<OBJECT CODE=-phone :list?showstatus"> 

</BODY> 

</HTML> 




MMi " 

► OAdd Another # 

® Assign Speed Dial 
©Set Ring Tone 
O Change Number 
Select 1 Hew 


ISt 

>c 




FIG. 10 


HTMLp 


Result 


<HTML> 
<HEAD> 
<TOP> 

<KEY KEY«1 Label-New Action="new"> 
<KEY KEY«*clear action«delete> 
</HEAD> 

<BODY background*" file : / /logo . gi f -> 

<IMG SRC»-file://book.gif " ALIGN=bottom height"15 HSPACE=2> 
<b>P h o n e B o o k</b><br> 
  < OBJECT 

C0DE="phone:list?editkey«2&showstatusiediturl«f ile : //pbedit .html?id 

«ei%26off set«@o%26Name=@n%26speed=es%26icon«=0I%26Phone"eN%26ring»er 

%2€priO«eR- width='101> 

</BODY> 

</HTML> 




^••00 Q. Ill fast 
ta P h o'n e Vo o 00 

|???3333 ■ 

^ Daily Horoscope 

0 0 
Hew 1 Edit 





FIG. 11 
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HTMLp 


Result 


<HTML> 
<HEAD> 

<TITLE>Set Backixght</TITLE> 

</HEAD> 

<BODY> 

^TEMPLATE^ 

<FORM METHOD=POST ACTION»"config :sef> 

Backlight should be:<br> ^. ^ , , • 
<input type«radio name-"backlighf CHECKED="conf ig: backlight=0 

value'»0>On when in use<br> , ,„ 

<input type-radio name="backlight" CHECKED="config : backlight-!" 
value=l>On when in use or chacging<br> . , - o« 
<input type=radio name"backlight" CHECKED="conf ig :backiight=2 
value=2>0f f<br> 

<br> , 

Delay: <input type=text name«"backlight delay 

value="% ( config : backlight delay ) "> 

< input type -submit name- ok value=OK> 

</FORM> 

</TEMPLATE> 

</BODy> 

</HTML> 


ScStghRhould be: 
^0 On when in use 
O On when in use or 
charging 

Delay: 15 

1 OK 





FIG. 12 
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HTMLp 


Result 


£i.le xnfo.html 
<HTML> 

<INC SRC«bbody.htita> 

<center><font si2e-l>Information Services</font><br></center> 
<FORM ACTION«phone:indir> 
<SELECT SI2E-3 NAME^url SIMPLE> 

<OPTION VALUE«http://svcs/traffic.html>Traffic Watch</OPTION> 
<OPTIOH VALUE«http: //svcs /billing. htna>Billing Inquiries</OPTION> 
<OPTION VALUE«http://svcs/portfolio.htmi>Stock Portf olio</OPTION> 
<OPTION VALUE«http: //svcs /weather. html>Local Weather</OPTION> 
</SELECT> 

<INPUT TYPE«submit KEY-=send> 
</FORM> 

<IMC SRC-endbbody.html> 
</HTML> 






^•■ooQ.BiQ 1231 




A i r t e i 1 

Informatton Services 1 
►Troffic Watch ■ 

Billing Inquiries I 

StockPortfolto I 




X 1 




£iJ.e bbody.htaal: 

<! Specifies a body surrounded by a border with the operator 
logo at the top. The including file can add a subcaption 
immediately below, but left and right margin are set so text 
will not impinge on the border > 

<BODY BACKGROUND=sq-bacic,gif BGPROPERTIES=f ixed> 

<BLOCKQUOTE> 

<BR> 

<INC SRC= stdlogo.html> 


£X±9 endbbody . html : 

<! Closes the tags that were opened by bbody.html> 

</BLOCKQUOTE> 

</BODY> 


£xla atdlogo.htal: 

<! Provides the operator logo with the text flow set to 
receive a subcaption for the logo > 
<IMG SRC-l-airtel.gif> 
<BR> 



FIG. 13 
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HTMLp 

<HEAD><TITLE>Dialing</TITLE> 
<TEMP> 

<KEY KEY«1 Label«" Recent** Action="file : //recent .html "> 

</HEAD> 

<BODY> 

<FOHM ACTION^ "phone : dial** > 

<INPOT NAME=num TYPEephonenuin> 

<INPUT TYPE=submit KEY«senci> 

</FORM> 

</BODY> 

</HTML> 



Result 



^»itn 0— affl 


129 


Oiahnc) ^^^1 




•XZ. 




Garth 




ItCCCfit f 



1 ^■■qBO..ia 


t23 






►99b 




— numb«r north — 
Borbfo 


II 


Recent 1 




Itecent | 



FIG. 14 
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1504 



CALL SHELLACTIVATE 
ON BOUND ACTION 




FIG. 15 
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HTML 


Result 


<HTMI.> 
<BODy> 

<FORM ME:TH0D=P0ST ACTION«"http: //cgi- 

Din/ (JU^CIlaSc ^ 

Name: <INPUT TYPE-TEXT NAME=name><br> 
Address: <INPUT TYPE-TEXT NAME«str€et><br> 
City: <INPUT TYPE=TEXT NAME«city> State: 
< INPUT TYPE«TEXT NAME«state MAXLENGTH=2 
SI2E=2> Zip: < INPUT TYPE«TEXT NAME«Zip 
SI2E=5><br> 

Credit Card: <INPUT TYPE=RADIO 
NAME«cardtype VALUE«visa>VISA <INPUT 
TYPE-RADIO NAME=cardtype 
VALUE«mc>MasterCard <INPUT TYPE=RADIO 
NAME^cardtype VALUE=^amex>American 
Express<br> 
• Number: <INPUT TYPE»TEXT NAME«cnumber><br> 
< INPUT TYPE=submit name=buy 
" value"Buy></FORM> 
</BODY> 
</HTML> 


Name: | 
Address: | 

City: 1 _ _ State: | \ Zip: I 

Credit Card: C VISA C MasterCard American Express 
Number: I 



FIG. 16 
PRIOR ART 
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Client 


Server 


<HXML> 
<HEAD> 

<TITLE>Piirchase Skis</TITLE> 

<TOP> 

</HEAD> 

<BODY> 

Please enter your name: 

<rORM METHOD-GET ACTION«"http : //skishop/cgi-bin/addr "> 

<INPDT TyPE-»TEXT NAME=name SI2E«25><br> 

<INPUT KEY=send TYPE«submit> 

</FORM> 

</BODY> 

</HTML> 




GET http: / /skishop/cgi-bin/addr?r-ame«=George-»-Wiii 






Insert "name" into the HTML 
template maintained on the 
server, upload to client. 


<HTML> 
<HEAD> 

<TITLE>Purctiase Skis</TITLE> 

</HEAD> 

<BODY> 

Now we need your address: 

<FORM METHOD=GET ACTION«"http : //skishop/cgi-bin/credit"> 

<INPUT TYPE^hidden NAME=name VALUE="George Will"> 

Street: <INPUT TYPE«TEXT NAME=street si2e-9><br> 

City; <INPUT TYPE=TEXT NAME«city size=10><br> 

State: <INPUT TYPE-TEXT NAME=state MAXLE!JGTH=2 SI2E«=2><br> 

Zip: <INPUT TYPE^TEXT NAME-zip SI2E«5> 

<INPOT KEY=send TYPE-»subniit> 

</rOFM> 

</BODY> 

</HTML> 




GET http: //skishop/cgi- 

bin/credit?naine=George+Will&street-2+Anywhere&cit 
y=Madison&state=WI&zip=53705 






Insert address parameters into 
the template maintained on the 
server, and upload to client. 



FIG. 17a 
PRIOR ART 
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Client 



Server 



<HTML> 

<he:ad> 

<TITLE>Purchase Skis</TITLE> 

</HEAD> 

<BODY> 

Finally, your credit card info: 

<FORM METHOD=GET ACTION»"http : //skishop/cgi-bin/conf irin"> 
<INPOT TYPE«hidden NAME=name VALUE="George Will"> 
<INPUT TYPE^hidden NAME-street VALUE=''2 Anywhere" > 
<INPUT TYPE«hidden NAME«city VALUE«''Madison"> 
<INPUT TYPE«hidden NAME=stat;e VALUE»"WI''> 
< INPUT TYPE-hidden NAME«2ip VALUE**" 5 3 70 5" > 
Credit Card:<br> 

<INPUT TYPE=RADIO NAME=cardtype VALUE»visa>VISA 
<INPUT TYPE=RADIO NAME=cardtype VALUE=mc>MasterCard 
<INPUT TYPE^RADIO KAME=cardtype VALUE=amex>American 
Express<br> 

Number: <INPUT TYPE^TEXT NAME=cnuinber > 

<INPUT KEY^send TYPE=subrait name«buy value«"Review"> 

</FORM> 

</BODY> 

</HTML> 

GET http: //skishop/cgi- 

bin /credit ?name=George+Wi 11 & St reet=2+Anywhere&cit 
y=Madison&state=WI&zip=53705&carcitype=visa&cnuinbe 
r=7732222156661000 



<HTML> 
<H£AD> 

<TITLE>Confirm Order</TITLE> 

</HEAD> 

<BODY> 

<DL> 

<DT>Name:</DT><DD><b>George Will</b></DD> 
<DT>Address:</DT><DD><b>2 Anywhere, Madison, WI, 
53705</b></DD> 

<DT>Crcdit Card:</DT><DD><b>VISA<br> 

7732222156661000</b></DD> 

</DL> 

<FORM METHOD=POST ACTION«"http: //skishop/cgi-bin/purchas€"> 
<INPUT TYPE-hidden NAME«name VALUE«"George Wiil"> 
<INPUT TYPE«hidden NAME=street VALUE="2 Anywhere''> 
<INPUT TYPE«hidden NAME«city VALUE= "Madison" > 
<INPOT TYPE-»hidden NAME«state VALUE«"WI"> 

<INPUT TYPE-hidden NAME»zip VALUE«"53705"> V 
<INPUT TYPE=hidden NAME«cardtype VALUE«"visa"> 
<INPUT TYPE«hidden NAME=cnumber VALUE="7732222156661000"> 
<INPDT KEY«»1 TYPE-submit name-buy vaiue-"Buy • "> 



Insen credit card parameters 
into template maintained on 
the server, and upload to 
client. 



</roRM> 

</BO0Y> 
</HTML> 



POST http: / /skishop/cgi- 

bin/purchase?name=George+Will&street=2+Anywhere&c 
ity=Madison&state=WI&2ip=53705&cardtype=visa&cnum 
ber=7732222 156661000 



Process transaction with all 
parameters. 




PRIOR ART 
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HTMLp 


Result 


file : purchase form. hunl 

<HTMI.> 

<HEAD> 

<TITLE>Purchase Skis</TITLE> 
<TOP> 

<KEy KEy=2 IABEL«"Never Mind" ACTION«clone> 

</HEAD> 

<BODY> 

Please enter your name: 

<rORM METHOD^NEXT ACTION»"f ile : //addr .html"> 

<INPUT TYPE=TEXT NAME«name cap-name abcmodes*=alpha, num 

SI2E=25><br> 

<INPUT KEY«send TYPE^submit > 

</rORM> 

</BODY> 

</HTML> 




Mease enter your name: 
k George Will 

lllcverMind 




file: addr.htjai 

<HTML> 

<HEAD> 

<TITLE>Pur chase Skis</TITLE> 

<KEY KEY«=2 LABEL»''Mever Mind" ACTION«done> 

</HEAD> 

<BODY> 

Now we need your address: 

<FORM METHOD=NEXT ACTION«"file : //credit . html" > 

Street: <INPUT TYPE-TEXT NAME-street cap«name abcmodes«num, alpha 
si2e-9><br> 

City; < INPUT TYPE^TEXT NAME«city cap-name abcmodes -alpha 
si2e«10><br> 

State: <INPUT TYPE-TEXT NAME=state cap^name abcmodes«aipha 
MAXI*ENGTH=2 SIZE«2><br> 

Zip: <INPUT TYPE=TEXT NAME-zip abcmodes^num SIZE«5> 

<1NPTJT KEY«*send TYPE-submit > 

</FORM> 

</BODY> 

</HTML> 




^BgooQ,.nn 123 

Mow we need your 
address: 

Street: 2 Anywhere 
City: Mddisbri 
State: a/I " 
Zip: ►537051 

1 Never Mind 




file: credit.html 

<HTML> 

<HEAD> 

<TITLE> Purchase Skis</TITLE> 

<KEY KEY»2 LABEL«"Never Mind" ACTION-donO 

</HEAD> 

<BODY> 

Finally, your credit card info; 

<FORM METHOD«NEXT ACTION-" file : //confirm. html" > 
Credit Card:<br> 

< INPUT TYPE-RADIO NAME-cardtype VALOE=visa>VISA 

<INPUT TYPE-»RADIO NAME-cardtype VALUE-moMasterCard 

<INPUT TYPE-RADIO NAME-cardtype VALUE-amex>American Express<br> 

Number: <INPUT TYPE-TEXT NAME-cnumber abcmodes-num> 

< INPUT KEY-send TYPE-submit name-buy value-" Review" > 

</rORM> 

</BODY> 

</HTML> 




-inally, your credit card 
info: 

Credit Card: 

©VISA 
► O MasterCard 

O American Express 
Mumber: 2155661000. 
Select (Never Mind 





FIG. 18a 
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HTMLp 


Result 


<HTML> 
<HEAD> 

<TITLE>Confinn Order</TITLE> 

<KEY KEY=2 LABEL= "Never Mind" ACTION=done> 

</HEAD> 

<BODY> 

< template > 

<DL> 

<DT>Name:</DT><DD><b>% (extra : name ) </b></DD> 
<DT>Address :</DT><DD><b>% (extra: street) , .% (extra: city) , 
% (extrarstate) , % (extraizip) </b></DD> 
<DT>Credit Card : </DT><DD><b><if 
test«=extra:cardtype»visa>VISA</if xif 
test^extra : cardtype=mc>MasterCard< /if ><if 
test=extra:cardtype-ainex>American Express</if ><br> 
% (extra renumber) </b></DD> 
</DL> 

</template> 

<FORM METHOD=POST ACTION="http : //cgi-bin/purchase"> 

<INPUT KEY«1 TYPE=submit name«buy vaiue="Buy ! ""> 

</rORM> 

</BO0Y> 

</HTML> 


1 ^BBflBU^iio 123 

Mome: 

George Will 
Address: 

2 Anywhere, Madison, 

WU 53705 
Credit Card: 

Buy! 4>lever Mind 




Final HTTP transaction sent to server: 

POST //cgi -bin/purchase 

name/George Will 

street/2 Anywhere 

city/Madison 

state/WI 

2ip/53705 

cardtype/visa 

cnumber/7732222156661000 

buy/ Buy ! 





FIG. 18b 
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HTMLp 


Result 


<H£AO> 

<TITLE>Green-Tongued Iguana</TITLE> 

</HEAD> 

<BODy> 

The <a hre£*>lguana.gif label«Picture>green-tonguecl a.guana</a> is a 
native of <a hre£»map?city»aclelaide label*»niap>Adelaicle# 
AustraXia</a>. It likes to live under spare tires, unlike the <a 
lire£«*lizards /blue- tongued-iguana . html>Blue-Tongued Iguana</a>, its 
cousin to the north. 
</BODy> 


■ 


The green- toneiuea 
quono ttonativeof 
Adelaide. Austratta. It 
ikes to live unoer spare 
tires, unlike the 
Blue^Tonquetf tquana. 
Its CQusw\ to the rarth. 

t links 

rhe green- tonauea 
mjona is a native of 
Adelaide. Austral io. It 

^Ofictwe 

9iiiup 

©Bhje-Tongued Igua. 
1 Select 





FIG. 19 
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HTMLp 


Result 


<HEAD> 

<TITLE>OAK to SEA 3/24</TITLE> 

<LINKMENU> 

</HEAD> 

<BODY> 

<TABLE> 

<TR> 

<TH><U>Flight< /U>< /TH> 

<TH ALIGN«CENTER><U>Dep</U></TH> 

<TH ALIGN«CENTER><U>Arr</U></TH> 

</TR> 

<TR> 

<TD><A HREF=f lights /ua909.html>UA 909</A></TD> 

<TD ALIGN=RIGHT>09:33</TD> 

<TD ALIGN«RIGHT>11:22</TD> 

</TR> 

<TR> 

<TD><A HREF= flights /as 63. html>AS 63</A></TD> 

<TD ALIGN=RIGHT>10:02</TD> 

<TD ALIGN«RIGHT>11:57</TD> 

</TR> 

<TR> 

<TD><A HREr«flights/asl02.html>AS 102</A></TD> 

<TD ALIGN-RIGHT>12:3 6</TD> 

<TD ALIGN=RIGHT>14 :08</TD> 

</TR> 

<TR> 

<TD><A HREF=flights/ua887 .html>UA 887</A></TD> 

<T0 ALIGN-RIGHT> 1 5 : 1 0< /TD> 

<TD ALIGN=RIGHT>1'7 :21</TD> 

</TR> 

</TABLE> 

</BODY> 




■light Pep Arr 
4IA 909 0933 lis 
AS63 10:02 1157 
AS 102 1238 K:08 
UA887 15:10 V2\ 

Sefcet 1 
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Barbra 
ft 



t ine is busy 
I Sto» 



(b) 



test 

I66555Z3230»)8886695 

BOfA 



connect itiSm 
1 Stop 



(c) 



fsst 

^^^323^8888695 

BOfA 



Paused. Please wait. 



4655552323Cp)888^95 

BOfA' 



I Stap 



(d) 



(e) 



F/G. 27 



123 



Barbra 

ACTtVf 00:03 
Wold \ Oecfc 



123 



(a) 



Multt-CallMaiW'.ier 



—ON HOLD 00:12 

—ACTIVE OtWJS 

► <Jarth 4» 



functioas I >ttcfc 



123 



Multi-CallHanci.:ter 



—ON HOLD 00:54 • 
Barbra 



—ACTIVE 00:45 - 
► Garth 



»OC«iifereitcc| 
'Setect" 1 ^fcoek 



(b) 



(c) 



F/G. 22 



SUBSTTTUTE SHEET (RULE 26) 
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HTMLp 


Result 


<HTML> 
<HEAD> 

<TITLE>Error ! < /TITLE> 

<KEY KEY«1 LABEL=**Sorry!" ACTION«pop> 

</HEAD> 

<BODY> 

<CENTER> 

<IMG SRC«file://booboo.gif > 
<BR> 

<B><FONT SI2E=*7><INC SRC»extra : message ></FONT></B> 

</CENTER> 

</BODY> 

</HTML> 
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<HEAD> 

<DIAI. NAME»-Voice Mail" NOSCREENCHANGE>8144299x#4416722</DIAL> 

<TITLE>Voice Box</TITLE> 

<KEY KEY*«5 ACTION^vmListen . htp> 

<KEy KEY-«4 ACTION«vinGreeting.htp> 

<KEy KEY»«6 ACTION-vmNew.htp> 

<KEY KEY«#9 ACTION-vmSignof f . htp> 

<KEY KEY-default ACTION-none> 

<TOP> 

</HEAD> 

<BODY> 

<IMG SRC«builtin://key4> Greeting Options<br> 
<IMG SRC-builtin://key5> Listen to Messages<br> 
<IMG SRC=builtin: //key6> Record a Message<br> 
<IMG SRC«builtin://key9> Sign Off<br> 

</BODY> 
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<HEAD> 

<DIAL>5</DIAL> 

<TITLE>Listen</TITLE> 

<KEY KEY«=«2 ACTION«*phone : dial?num«2> 

<KEY KEY-«3 ACTION«phone : diai?nuin«3> 

<KEY KEY«#5 ACTION'-phone : dial?num«5> 

<KEY KEY«-#7 ACTION-phone:dial?num-7> 
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<IMG SRC«buiitin://key2 WIDTH=22> Back Up a Bit<br> 

<IMG SRC-buiitin://key2><IMG SRC«builtin: //key2> Start Again<br> 
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AMENDED CLAIMS 

[received by the International Bureau on 8 October 1999 (08.10.99); 
original claims 2-5 amended; remaining claims unchanged (2 pages)] 

1 . A wireless communication device comprising: 
a screen display; 

a memory; 

a processor coupled to the screen display and the memory; 

a plurality of user interface pages stored in the memory and encoded in a markup 
language, selected ones of the user interface pages providing access to 
telecommunication functions of the wireless communication device; and 
a markup language browser, executed by the processor, and communicatively 
coupled to the memory and the screen display, that: 
accesses either the stored user interface pages from the memory or remotely 
stored pages encoded in the markup language via a teleconunimications 
network; 

decodes accessed pages to display user interface elements on the screen display; 
and 

effects a telecommunication function in response to a user input to a displayed 
user interface element. 

2. A wireless communication device, comprising: 

a shell for receiving a URL having a protocol component and a data component, the 
data specifying a command to be executed or content to be fetched, the shell 
providing the data component to a protocol handler according to the 
protocol component, and the fetched content to a content handler for 
processing; 

a pliu-ality of protocol handlers, each protocol handler coupled to the shell to 
receive a URL and either fetch content specified by the data component and 
provide the fetched content to the shell, or execute the command specified 
by the data component; and 

a plurality of content handlers, each content handler coupled to the shell to receive 
fetched content and process the fetched content to output the content to a 
screen display. 
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3. The wireless communication device of claim 2, wherein: 
the plurality of protocol handlers include: 

a telephone protocol handler that receives a URL from the shell and decodes the 
URL to activate a telephony function of the wireless communications 
device; 

a file protocol handler that receives a URL from the shell and decodes the URL 
to access data stored in a memory of the wireless communications 
device; 

a remote file protocol handler that receives a URL from the shell and fetches 
content addressed by the data component of the URL that is stored 
remotely from the wireless communication device; and 
the plurality of content handlers include: 

a markup language content handler that receives markup language content 
corresponding to a URL and displays the content on the screen display. 

4. The wireless communication device of claim 3, wherein the plurality of protocol 
handlers include: 

a message protocol handler that receives a URL from the shell and executes a 
command specified by the data to activate an alphanumeric message display 
or transmission fimction of the communication device; and 

a configuration protocol handler that receives a URL from the shell and establishes 
a configuration setting of the communications device according to the data 
component of the URL. 

5. The wireless communication device of claim 2, further comprising: 
a wireless communication device including: 

the screen display; 

a memory coupled to the screen display, and storing the shell, the protocol 

handlers, and the content handlers; and 
a processor coupled to the memory to execute the shell, the protocol handlers 

and content handlers. 
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<KEy KEV-1 Libel- W«W Accl«»ft-"ft«w."> 

<HQj,7>rre9P sny nvrr^^x Key to search £ot 

<BBLP>Pr9S9 Band. Ld call ^an«pi)(^< /HSLP> 

<B0OY> 

: -CCS JEC7 OODC- "-p^one 1 1 i s.l?edit]te/i 2 C2houflt.Atu9" > 
</tl7+4L> 




■».^uQ-i.i hill 

(262)3335214 
(262)3335214 

1 

for on Mtry 

(262)3335214 

_CgllS'h3ratPg^ P 

L fei... 
C262)a3J5214 

_Hltt. 1 „ 

If^MMO.tm miff 

(262)3335214 
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<K«D> 

<KEY xr.Y=2 LXEEL^I^npsT* ACTIOK-phCoit; : i 9iiiDr&> 
^IF 7rS7-e3c^^a^con^> 

<>:SV XeV-J LA.fiEl.«^CDnfcrcncD ACTIOK-phone: conf exenDa> 

<./ir> 

<Kr.7 KEYsdcrault >iCn<W-phOtte;an»ver> 
</lT> 

<K5Y MV-end ACriOW^phDnfr! ignore.* 
<KEV r.CT-Mt> AC7X0N-phone; ufpvDJ.unw> 
<KEy JiE^i'-down ACtlOti-phonE jdDwnwluno 
</HEJin> 

«6Qoy > 

<±ng 5JlC-««crd:bigicon><br> 




Pick Up 1 
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1 <TQT> 

<TI7iqC>PT»on9 Boofc<n77LS> 

ACKOk*-" f ILe 2 / /ptospaea- html ?id=e i t ol 1 3 »c-E 0&H*r(U9-en fclCOrt- W ' > 
^REYtiCt^U KBY-l LA££L^"Sct F^ng Todte** 
ACTION" file : / /pacing . html Tld'^^l bMom c^n" > 

ACT ICa'-" tll« ; / /phiviim . Atml ?id-^i hoi f ctt^f^DJ H AnA=(9n t P1ioji«mC<N- > 

^Hn-P>Presa any iwiti^lf k»f to 9«aSfCh for cn ertcy<AHELP> 
<M£LP>Freaa aond call 3<?mAonft'^/KCL?> 

O0DY> 

<0» JECT COM^ "phone ; 1 i &t ^rKm/b t atiis.*'> 
</MTML> 




(^A^jgn Speed Dial 


c 
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[iTMLp 




<KCV K£r-1 Label^Uevr Actlon='ncy*> 
<WV KEZ-Cl^rdi- actioii-«delete> 

<BDin£ l>»rtcroqn<l- " fil* : / /logt? . gi £ •*> 

<;iWG SRCa"ri.i*-//)pcok.<Ii2" ftl^lGM-b^ttwn Jicl^ntalS HSP?hCE-S> 
^h>P h D n D^p^p;£ o- l!'C/b><br> 

CCCt- "phone ; liz 1 7 adl tk*v- 2 fr«hC*J^ tSiCUB 6 fc^i turi- dilc : / /ptjodl t . t>cml ?id 
-Ci % 2 6of f ret-*ot 2 tl>atr»a= (in 12 B^p^ad^ « ^V?&i 3 ^2 ePhoiie=^WU26x iTiq-? 
l^S^riO-eR" vfidth->lOl> 

< /BO0V> 

< /HTM1> 




n^rttfiQ^aji fosr 

^2223333 g 

; Dal MOrOccopB Q % 
* Hew 1 Eiit 
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Rwuk i| 


<H7t5L> 
<TB1PIATB:* 

<inp\it typc-tadla nflme«"baofcJ.ight" C«ICKEX>=*caDtlg i±>ackll^Jlt-t>" 

<ioput type" rcd^o- jiaoic -''boc fcliglit*' CiU3CKII>-*coa jEig : bac Icl 1 gAI; " 
vaIuc*I>Cn >?hen i,7i uee or cha rqiiig<'bT> 
; <li1put. type- radio Jiiiaic''biicfc.li'q>it'' CIJE)CK£C^ "coai fig ; bic kl i ^ht^S^" 
W4 IU.&-2>0e t <br > 

04 lay: <liir^T. typB-<:<f5xt n«j)ie-''^9cwsght «8la^" 
>ue-*Tk (ecu tig : Jt>9 cSM ght 091 3 yl " > 

</KTHL> 




>»lHv: ft 

1 OK 
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lUBUif 


<oaiit.«-lC>":Ionc. ala©-l>Iiiforii&tion aecvlc«j?-<./ronc><toJr>< recent* c> 
<&ZXtxn: SlZCm-S HANSeuxI !$iNrZ£> 

<OPTIOM VALUEsftttp: //svc&/t^^JIic.JlCml>Vraf'flc Watch-^ /0PTIC*5> 
<OtTIDN VALUC-httpi //&vc»/billliig.htriM>Bi.lLin9 InqDlritt3</OfTI0TJ> 
<'0PT10H VALUEE-htt^; / /0-VC& /port lol 1-9, /icrftt^StDcx PDrtrDJ.AoK/OPTli3(H> 

< I l#C &p.C"endhbady . Ji tziX > 






1 A i r t B E 1 

»ftiffte Watch I 
1 BnilngAv^irias I 
1 SrockPtirtfoliD I 


r I 1 




<! ^ ^wSy ^urrauaded by » lXM:<£di: vith the ope c a tor 
logo at tha top. The iClCiudiog aclKS d i;ubcdption 
io-mdl a.tB J.^ teiaow^ rvuT I<£t And rl^At; rr^c^ln Ar« ff«t o-a text 
vill not inpj.iigB on the toOiMer > 

SRC- *tdloaD.htia> 


•ndbbodi'.h.toa: 

<\ CIdb-ce- the tai^s tb^t vc^l^« Opened b/ hi>»5 y . btJi4> 


<^ 9rovXde« the operatoc logo vijih the text. floM- 2ct t.p 
X^9C«lTe A «\Il>captiQn fot tna logo ^ 

<BB> 
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HThlLp 


RtGUlt 


<KEKD^ <TITLE>i>l &1 1 A^-c/T ITLB> 
<TEMP> 

<KGif KEW La]i>al-"ft«^cent" Action-" fi 1b : //iflcfl7it.htnl"» 
<&aDv> 

^rrORH ACriC»?="phni5» : dial " > 
<imvv KAUe»3noi TrPC=ptio(aenuii> 

</Eqot> 

</HTWL> 




_iiKinl 1 
Biatro ^ 

™952143 
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HTML 




<DODY> 

<F0W5 MErj30D-Kl£T ftC71GW--'Jittp : / /cglr 

/purchase" > 
UanA! <£IW07 TYPE-?EXT «AHf?-itfliie><br> 
Aridrcaa! <rwwr TVPfi^TEXT MfttiE^slrettXbO 
C^ty: <'IflF07 TYPE=7EX7 WM«E>"Clty> St&te: 
<lMlTttr T>rPE«7mr W3!iKE»9t:it« |4ftXLEHG7l3-2 
SJ2^2> Zips <^INPa7 7^PE=TEKT MAN^-^ip 

Cxfldlt C«rd: <IH5UT TVPl>RIiDIO 
n3*kSE=cardtyre WMAIE'-VibO>VIEJi <IMTO7 

77Pi:«Euia:tD MAMB-c^cctcype 
: VAliUD-mOMastcrCacd cTT^PVT TYPI>-Wu>10 

• val v«9-f*wy> < /FO»hS> 

</BTHi;> 


NamerJ ^. _ ^ ^ ^. ^. 

Ci&:J . _ State: 1 _2«>:L. 

Crc*t CfiiTd: ^ VISA C MaitcrCard ^- ALrttriya Bkprcis 



FIG. 16 
PRiOR ART 
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Client Servrk 



<70fP> 

Pl^afte enter your rtafM- 

<TOW4 METitOD-GEr ?.C710«-*Jltt3>: //bki^hop/cgi-hin/addc 

<1>IWT TYPE-7EJLT HftWP-n^lW 5ISB-25><bl-> 

<iwpuT FGTf-senC Typiiaa-yismlt? 

</POBM> 

</tODTf> 




GET http: //aki£hDp/Dgi-bin/s{tdr?r:am^-^<?n;or5g+WiIl 




Tnseix '"namD" mra the HTML 
tempJatc nidicuainc<£ on the 
jcrvcj^ upload to clieui. 


^KT)1L> 

-^TITlt^Purcha&c akiB</TITLC> 
<BODV> 

>]Dy W4 n^ed your ^:t-:srdd&: 

<Ft]HK ^^^^OD-GE7 action-" http://fc):i»Ji^/cgi-±>ln/crBdlt''> 

Street: <IlfFUr 7VFE3TCX7 MMIC-JStTee^ Pi5e-4>-^br> 

City: <IHPOT ryPE:=TEXr l»J4B-citv ^l^S-l-Oxbr^ 

Stflt«: <IIfFUr 77FE»TEKV naHE=stat* WAXtK4Gri!-2 S.iae-2><bi> 

ait>3 <lHe<JT TYPi^TEKT n^MEozip 2iaE=E>> 

<iaPUT KTX-eend T3fPE-cuhait> 

</Tom> 

< /H7ML> 




GET http z//S hLShop/cg i - 

bi / cr ^dlit 7 nsma =G« org o +W i 1 1 stx ee t -24'?^y uher e*cOi t 
V-Mfl fiiion 5c 5 1 4 1 ^= W3 6 aip= 53705 




the ccinpl&tQ macntaincd an. the 
server, jnd upJaad to c]ieii(. 
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CUKNT SERVER 



<BTSiO> 
</JflCfcD> 

ri7ta.llyi^ your credit card info: 

-ciTFUr TrPESaliitldAn waMB-elty VftLO^"Maiiis«(n"> 
<lii?UT TrPI>i>iidilcn U A£5E= 9 1 a.£.B V»WE>"WI"> 
<n?POT trPt-hiddcJi llAKE>ixp VAlXlIi- " 05" > 
Cr€Ult CAr<J:*:l>ir> 

K;cpr«ss<br> 




GET Jlttp; //skishop/cgi- 

b i / crcdi t ?niuiiQ=GQorg€ + Wi 11 hst vte t=2+ Any whe r e* cit 
y->5a<li ion fis t a t.fl-=W I & sip- 53705tcairdt yp©=- vi es & cnumbe 
r-.7 732Z2215S66 1 000 




loacrt CTDdat car^ pa^amcCciB 
into t£inp]a£e cmjicitamcd on 
tivs server, and upload <o 


<H7taL> 

<TlTLc>Conlim l)rcl*T«/7T7LE> 
; </ll£hb> 

</DL> 

<FOW< tiefJIOD-TOBT »CTICW«''Http;//*l!lflki3T>/cgi-l>lii/5yprcl1i*se'':* 

<1VP0T tVF-O-hadden NAtSZ^ndEnB VALg^*'Ce^oqc 

<I>7?OT TTfP^Xidden l4»HI>-strcfrt V»Lgi^'«3 iiiivvh«re''> 

<n2E0T TTPn*JiiOWen WAME-aCatt V7^LUEti-wi-> 

<.1»P07 Trpc=liaddaji dJUO^Zip V^LUt-»'5a71>l"> 

<ITlfU? 7YPC-iii<ldan UJ^H^Aftx^Cttype V;^irt-*'visA"> 

<I>)2(I7 VVft-Jiidden MJU^E^acnimb^r VAIiVr-" 7 S2 2 2 2 1 se&^igQq''> 

</svm> 

</BDS>y> 
</H7KL> 




POST http://5JciahDp/cgi- 

b in /pur chft $c? naroe=Geox ge+ W 1 1 1 1 s t r t = 2 Aay whe r e4 c 
i t y-Ha cii50ti & s ta t e=MI * 2 i p-5 3 7 OS A cardt ype-» vi ea & cnim 
bEr-7732222l56661000 






Vcoce5£ tranaacjian v^nh ^tU 
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HTMLp 


ResuJt 


<TITLE5>P\IICGJiafte Ski4</1f3^LE>- 
<1X)P> 

<BODy> 

F-lq-9k90 «nc«r your iidme; 

<PaRN WBTOOD-NEXT ACTIOO-" riio : / /a<klr . At^iX " > 

'CINPaT TYPV^BX7 HAtd^ciarvE capnnaiTfE IV^R^ ftlin 

</EIX>Y> 


p tefiw BHTQC your namK 




<KEADc> 
</ISEAD> 

tfOM w ncB<£ your ^M£^»hz 

<FORK KETK^JD=HEX7 AC7 IOt<--*^ die : / t . htaJ." > 

^traec: <znpur 7YFE»tsN7 NU4E-di:i:««t cap-nua Abcnpde^aiun^alpfaA 

Clty= <IKPOT TVtt-TZiiT HJ^NEocity cjp-f^^Jie 4l?t;rtcM3et"aLph3 

£tdte; <IHPt;T 7y>£^T^T UAMB>state eap^ui» ^CBOdfrc-alpiLa 

tip: <IWFl7r rvrX-TE>:T MAKt-Slp abCOTScSfrB-nun BXIB-S*- 
<imCJT KCrxiand 7VP£-«ULniit > 

</H7t5L> 


Street 2^^pyv*\^t 
cwyi Madtmri 
State: a/I 

[HtverHM 




ilia: Q<:iLt . html 
<JsrKi-> 

<TI7LX>Purcha«^ 5kl*c/TITl*> 
<BDDY> 

^Inaaiy^ youf c-ccdit cAcd ick£a: 
Cr^diL CB.rd:<t7C-> 

irHPW TTPE-RADIO K««^cartty|W VfiLUE-vi.B.fi>VIBA 

<riarvr TVPt-EUUJio tidtyp© VALVB'-j»c»iftetcrCard 

<ItaPVT rrPB-RADIO «ikME>CJK0tVP* VAtiVG-aJOua«>ftiiericaD ExpreflA<bc> 

CIHFUT KBV-eOrtd TSrPCvsiiDmit HAmaBlyuy v%Iue-''R£*ieM*> 

<./HTHL> 


-IrxGil ly» your cred if card 

Cr«dif Card: 
0VrSA 

O Anierlcan E?43Tas« 





wo 99/52031 
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HTMLp 


KfieuU 


<HTtaL> 
<NZAD> 

<1^ITLE>OcD(nfixTO Ocde r</riTtX> 

<yj:x iftBix^ ">7c«r Mind" Jw:7lD>?»rto(n«> 

</HEM>> 

<Dr>Hain*j </OT><OQ><t»'* l©^tTra:A^I^c^•c/b><./DD> 

<Dr>»iltf r»afl : < /CT V<DD>-<h < ftittSf a j « tftfr 1. 1 , .4 ( tjctra i city | . 

<Dr>CcEdit Card! </DT><DC^><b><ll 
fcfrfct-e sctra- car«itype-vi3a>VI BA</1 ±><i C 
teflt-*>:t ra % cardt y p«-ito>ma& terc Aid< /itxl r 

% < Bxt car CQVjrri^BJC t ^/^^< 
</DL> 

<'/tempJLat«> 

<rO«n ME7HOD-tPDBT »CTIOH=''httpi //o^i-.|>ln/purchflje^ > 

t/xora> 




W1,S37IIE ; 

CroditCcrd; 

Iwl Ulev«c Hind • 




Final FITTr truiiSAction sent to ^vcri 
TO5T //"c^i-taLn/purchaae 

i name/ceori^c^ will 
street /2 Aoywh^rc 

fitate/H-l 

car d t y / vi*a 
cnujnber/7732222l£6eMOO0 
buy/Buy J 
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Result 


Tllfl <4. href -iguana. 9i£ lat>=I«Pletur9>gf*©n-tCin«U6d igMaTia<./ft> LS ft 

JsuaeraLia</fl;^* It LL^tea to live unis»r agharo tlre», uyillJte th© 
hr^r-Lllftr da /blufr^tCinQaed- iguana. iital>BJg*-ton5tt«d lg>*Rn»<-/*> i its 
coualn to thft sdorchr 
</Eagr> 




ADU tl 0 KfllVM or 

en»-TcrMafM!lniM. 
Ivccutfi la ite-nsftt^ 

gjno !£• 0' m 1 iM or 
CTiit:i.AiiUMli5Ln 
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<TlTLl>a«u; to Efi>. 3/24</TtTLe> 




CTE> 



cTH><jr> rl i<3)it< /ax /7h> 

</7X> 
<TEi> 

<W> ALIOI2^RIC«T>lli22</rD> 

<71> Alien- WGHT? 1 0 i < /TD> 
-</TR> 



<T0 Al-36W-KHa»>14;DB</tC* 
<TBt> 

<TD MaGH-RIGKr>lSMD</?D> 
cTD ?I1*16«'»EIGHT>17 = ^1</7D> 

</TftBL£> 
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IT" 



Bcrfaro 



Knpkbuiir 



(b) 



i ?5pr 



car» etti! 



BOfA 



(d) 



BOfA" 



' WW 



(e) 
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Borbra 



(a) 



- OM WJI D DQ:a 



(b) 



73t 
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<Tr7IX>Exrox l</XmE> 
</HE&I» 

<1HU BRC-til^ : //DOObiS<i . g i f > 
<BR> 




^iQ&P .lID 123 

w 

Please enter a 
valid phone 
number 

Mrryl 1 
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KEYCAPS 


MlSCCLXANSOliiS 


buiJtiirkcyl 


O 


Duiltiji:Eimle.y 




builliri:kcy2 


e 






: btiiltia:key3 : 








buillici:kcy4 


o 














blliLtiA;}:ey6 








biiilti3i:kcy7 








bucUiiiikeyB 
























ntONEiVU3^1HEa TVPES 


builtqi:xypeO 


r 


buikia;bi$typeO 




1>uiLtm:typc L 


m 


famlticubigtypot 


m 




« 


buiKiubigtypcZ 






4 


tui](ia:bigtypc3 


i 










buiitin:cypeJ 


Q 




O 




s 


buJJti[i:bistype6 




builucutypc? 


fi 


builti[t:bigtypc7 
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HTMLp 



=3 



<7JTI£>V<MC© B0K<./TI7LE> 

<KE.Y XUX^Ifl ftCrHftJ-7ITJ-4*b«n.htp> 

<TS!{ KBy«U9 Acrr[7n-vm3ig3iotf.htD> 
<XS;y SEBV^ fault JlC73DX^3i9gi«> 

<lKCi BEC"]c>ylittn://fcoy5> Lin ten to Ma9^afl*^<bc> 
<IMS £.K?-buiatln!//JcflyS> SlffJl Of£<i>c> 



-BTI 



<hz:a.o> 

<TlTLe>Ll stfflsK/TTTM^ 

<XEY aEriDtI-ptUMW:<!Sl6.17rtUift-2> 

^/|{EftD> 
<BOI«f> 

<IHG SftO-biiiatio;//fcflya WIDTH-22> Back Up ^ aitcbe> 

<XHC SKC>-baiiltinj//k«ya><I«5 SRC-I>ailtin; //fc«y5> ZtATt Aoaln<hr> 

<IHCa 5PJ|>t>tlilCin2/yiccyA WIDrH-33> Tt^i^<hc> 

<IMS SRc-JDoiiltiD-Z/Key? VlDrH-22> Stop 1.1.3 t«ninfl'<bi:> 



"BTI 
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